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Abstract: Cold chain monitoring is a system that uses technology 

to monitor and maintain the temperature required for the storage 

and preservation of temperature-sensitive goods such as food and 

medicines. This paper summaries the effects and relation between 

vaccines and temperature and discuss the wide range of 

technologies used in the implementation of cold chain monitoring. 

While vaccines require temperatures between 2°C and 8°C to 

remain potent, maintaining this temperature throughout the 

vaccine supply chain is challenging. Technologies such as digital 

data loggers (DDLs), calibrated thermometers, and wireless 

sensors are used to monitor temperature by obtaining real-time 

readings and implementing corrective responses when 

temperatures exceed the optimal range. Therefore, fluctuations in 

the measured temperature relative to the optimal temperature 

directly affect the vaccine and its effectiveness. 

Keywords: Temperature Monitoring, IoT, Thermal Anomaly 

Detection, Cold Chain, Machine Learning, Vaccine, Wireless 

Sensors, Temperature Stability 

Nomenclature:  

DDLs: Digital Data Loggers 

TIR: Thermal Infrared  

GUI: Graphical User Interface 

ML: Machine Learning 

CAE: Convolutional Autoencoder 

DTAD: Dynamic Threshold Anomaly Detection 

I. INTRODUCTION

A vaccine is a biological preparation that contains a tiny 

weakened non-dangerous fragment of a bacterium or virus 

that provides active immunity to your immune system to fight 

infectious diseases. 
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The vaccine supply chain is an intricate logistics process 

that involves the movement of vaccines from manufacturing 

laboratories to national, subnational, and district stores, and 

ultimately to the service-delivery point. Across all stages of 

the vaccine supply chain, it is essential to ensure that the 

vaccine remains safe for use and retains its efficacy. One of 

many parameters that can affect a vaccine's efficiency is 

temperature. Most vaccines require a temperature range of 

2°C to 8°C to maintain their potency. Fluctuations in 

temperature outside this range will degrade vaccine potency 

and may cause serious health issues in patients. 

Transportation of vaccines will always be a problem because 

it involves strict monitoring of the vaccine throughout the 

supply chain. Cold chain monitoring is a system that utilises 

technology to monitor and maintain temperature for the 

storage of temperature-sensitive goods such as food and 

medicines. Among the many causes of vaccine wastage, such 

as expiration, packaging issues, and infrastructure 

limitations, the failure of cold chain monitoring remains the 

most significant problem, prompting doctors and scientists 

worldwide to conduct extensive research on the topic. 

Globally, India averaged approximately 6.3%-6.5% COVID-

19 vaccine wastage due to logistical challenges. As a result, a 

variety of technological solutions have been introduced to 

overcome these logistical challenges, like Digital Data 

Loggers (DDLs), calibrated thermometers, and wireless 

sensors, which give real-time data readings and temperature 

charts, which will help in preventing the failure of cold chain 

monitoring not only in vaccine storage but in the storage and 

preservation of any temperature-sensitive product. 

II. BACKGROUND AND THEORETICAL

FOUNDATIONS 

A. A Vaccine Contains Six Basic Components

▪ Active ingredients, which include viral or bacterial

antigens   that directly stimulate the immune system

but do not cause any disease

▪ Adjuvants, which help boost the immune response to

the vaccine

▪ Antibiotics that prevent contamination by bacteria

during the vaccine manufacturing process 

▪ Stabilizers that keep the vaccine stable after

manufacturing and maintain its effectiveness during

storage

▪ Preservatives to prevent bacterial and fungal growth

▪ Trace components, which include residual 

inactivating ingredients

such as formaldehyde

Among these six 

components, Stabilisers play a 
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crucial role in maintaining potency, protecting the vaccine 

against environmental conditions, and improving its shelf 

life. Stabilizers protect the active ingredients of the vaccine 

(like virus and bacteria) from breaking down due to heat, light 

or chemical reactions. Examples of common Stabilizers 

include glycine, lactose, and Albumin.  

When a vaccine is damaged due to cold chain failure, what 

it means is explicitly that the Stabilizers have lost their ability 

to protect the active ingredients, leading to denaturation or 

aggregation of the antigens, therefore reducing its potency. 

B. Vaccine Cold Chain Works in 5 Stages 

i. Vaccines are sent to the destination country from the 

manufacturing unit 

ii. From there, a refrigerated lorry carries the vaccines 

to the cold room 

iii. From the cold room, the vaccines are distributed to 

the regional centres in portable ice boxes 

iv. The vaccines are then stored in electric fridges 

between 2°C and 8°C. Vaccines are carried to the 

local venues in portable ice boxes 

As noted earlier, vaccine storage presents logistical 

challenges throughout the supply chain. These problems 

include: 

▪ Unstable Power Supply: 

Frequent power cuts, especially in developing and rural 

areas, will cause drastic temperature fluctuations, threatening 

the cold chain system 

▪ Generator Issues: 

Lack of fuel or backup generators will sustain the negative 

impact of power outages for an extended period of time 

▪ Inadequate Cold Chain Tools: 

Lack of cold chain equipment, like freezers and cold boxes, 

hinders the reliability of vaccine transportation  

▪ High Transportation Costs: 

Refrigerated trucks and advanced drone technology are 

expensive and are rarely affordable by the district health 

centres 

▪ Limited Storage Infrastructure: 

Lack of cold rooms and laboratories in less populated 

regions or developing regions increases the movement of 

vaccine transportation in the supply chain 

▪ Climate Change: 

Extreme heat conditions, which threaten cold chain 

monitoring, increase the risk of vaccine spoilage. 

III. LITERATURE REVIEW 

This review synthesises the literature of the 10 papers 

across four domains: 

i. Freezing as an integral part of the cold chain system 

ii. Temperature anomaly analysis 

iii. IoT-based real-time temperature fluctuation detection 

iv. Thermal anomaly detection  

Among 45 studies assessing temperature monitoring in 

vaccine storage, 29 specifically assess "too cold" 

temperatures. According to the statistical analyses of this 

study, vaccine exposure to temperatures below the 

recommended range was 33% in higher-income countries and 

37.1% in lower-income countries. Survey data highlight 

ongoing issues with vaccine exposure to temperatures outside 

the optimal range across various stages of the vaccine supply 

chain [1]. 

New systems that incorporate intelligent analytical methods 

to analyse temperature anomaly events have been introduced 

in countries such as Thailand, Myanmar, and Cambodia. The 

analytical process involved applying correlation analysis to 

assess the concordance of temperature variability. The results 

showed that the temperature variability patterns of the three 

countries were moderately correlated [3]. 

DTAD (Dynamic Threshold Anomaly Detection) is a 

temperature anomaly detection method that sets dynamic 

thresholds based on the Smoothed Z-score Algorithm rather 

than fixed thresholds. This method was tested along with four 

other commonly employed methods. The results showed that 

DTAD has higher accuracy and time efficiency [4]. 

A thermal infrared (TIR) camera is one of the many 

instruments used for Thermal Anomaly Detection. Thermal 

anomaly detection works on the assumption that a hot region 

attracts the attention of the human eye in Thermal Infrared 

images. Thermal anomaly detection safeguards the vaccine 

cold chain by implementing machine learning to monitor 

temperature data [10]. 

With modern technological advancements, IoT-based 

solutions and Machine Learning (ML) can be implemented to 

revolutionise the vaccine cold chain. While IoT-based 

solutions enable real-time Temperature monitoring, ML can 

be used for predictive analysis and alert systems accordingly. 

Based on the literature review of previous studies, IoT-

based solutions and Machine learning (ML) will enhance 

vaccine storage because of: 

▪ Real-Time Monitoring: 

IoT-based sensors integrated with a cloud database provide 

temperature data in real time 

▪ Asset Tracking: 

IoT can be used to access precise location tracking, 

ensuring the vaccine reaches the right place and confirming 

delivery 

▪ Data Collection: 

The IoT cloud database records and maintains the 

temperature logs, which can be further used for predictive 

analysis 

▪ Predictive Analysis Using ML: 

Using the data recorded in the database, Machine Learning 

(ML) can be implemented to perform predictive analysis to 

investigate the regions or errors that cause temperature 

anomalies throughout the vaccine supply chain 

▪ Alert Mechanisms: 

Automated alert systems can be incorporated to provide 

real-time alerts if the temperature in the vaccine storage 

exceeds the optimal range for vaccines. 

IV. DISCUSSION 

In developing rural areas, the delivery of medicines remains 

highly outdated and lacks modern tools and techniques used 

in the vaccine supply chain. In smart medicine delivery, IoT 

is used to implement a system that incorporates a mobile 

application (user interface), an 

Arduino, MQTT (Message 

Queuing Telemetry 

Transport) for 
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communication, a temperature sensor, and a mini portable 

cooling box [9]. 

MQTT is a light-weight messaging protocol that facilitates 

efficient and reliable data transfer from IoT devices to cloud 

platforms and mobile apps. When integrated with IoT-

enabled sensors, MQTT provides a reliable and effective 

cold-chain monitoring system that enables real-time 

monitoring, secure communication, and efficient tracking 

throughout the innovative medicine delivery process. Mobile 

applications provide a user interface for patients, healthcare 

providers, and logistics personnel to monitor shipments, 

receive alerts, and manage delivery schedules. 

While currently used vaccine carriers offer portability, they 

lack temperature data loggers and alert systems. As a result, 

patients or healthcare facilities that receive the vaccines will 

not be notified of a breach in the cold chain monitoring 

system until the inspection is conducted after receipt. 

A newly proposed prototype of vaccine cold boxes ensures 

the maintenance of stable temperatures and the storage of 

large quantities of vaccines. While it may fall behind current 

vaccine carriers in portability, it enables real-time 

temperature logging and alert systems. A modular IoT 

temperature-monitoring and data-logging system is 

embedded in the proposed prototype, offering features such 

as a Graphical User Interface (GUI) for user-friendly 

monitoring, alarm systems, alert signals in the open state, and 

real-time temperature data from temperature loggers [6]. 

The alert systems in the cold box prototype can be 

implemented by following these stages: 
 

A. Using wireless Temperature and Humidity sensors inside 

the proposed cold box prototype. These sensors, along 

with DDLs (Digital Data Loggers), continuously measure 

environmental parameters such as temperature and 

humidity within the cold box. 

B. The sensors transmit the data wirelessly to a central data 

logger using technologies like Bluetooth, Wi-Fi or 

cellular networks like 4G and 5G. 

C. The central data logger uploads the collected data into a 

cloud-based platform where the data is secure and can be 

used for analysis and management. The data can also be 

used to train Machine Learning models. 

D. Integrating the cloud with a Web dashboard or a mobile 

application user interface allows patients, healthcare 

facilities and quality assurance personnel to visualise the 

data in real time, provides audit trails, generates reports, 

and manages alert configurations. 
 

In addition to Arduino, a simple microcontroller with 

limited features, other microcontrollers are used to develop 

innovative IoT-based vaccine refrigeration systems, such as 

the ESP32, which offers more features (e.g., Wi-Fi module). 

A deep learning-based vaccine refrigeration system with real-

time temperature fault detection is developed, using an 

ESP32 microcontroller. The system employs a semi-

supervised Convolutional Autoencoder (CAE) trained on 

real-world temperature-sensor data to capture temporal 

patterns [7].  

A longitudinal study was conducted over 9 months, using 

Temp-mate thermometers, in 27 health facilities in southern 

Malawi [8]. This study found that, despite being aware of the 

product specifications and necessary storage conditions, 

health facilities are failing to ensure pharmaceutical storage. 

The primary reason is the lack of investment by the 

government and stakeholders in equipping health facilities 

with adequate resources. 

When medicines are stored in environments exceeding the 

safe temperature range, they become less potent and lose 

efficacy. Most storage conditions specify a temperature range 

of 25°C or less. A study was conducted in a general practice 

drug cupboard during a British heatwave to assess whether 

the storage conditions matched the specified conditions. This 

study showed that the specified criterion was not met, and the 

temperatures in the drug cupboard exceeded 25°C. The main 

reasons for this failure were a lack of air conditioning and the 

Absence of a temperature log. An evidence-based study was 

conducted to examine the economic and environmental 

impacts of the vaccine cold chain in Europe, specifically in 

the UK, Germany, and Spain. Cold chain logistics are energy-

intensive, requiring continuous refrigeration. In Europe 

alone, cold-chain vaccines generate approximately 6.7 

million kg of CO2 emissions per year. Refrigeration relies 

heavily on electricity, often produced from fossil fuels. Thus, 

energy consumption becomes a significant constraint in Cold 

Chain Management [5].  

While discussing various reasons for the failure of vaccine 

and medicine storage, let us examine the effects of medicinal 

prescriptions exposed to varying temperatures. A study was 

conducted to evaluate the impact of temperature on 

respiratory medicinal prescriptions in Spain. The study 

involved fitting time-series regression models to medical 

prescriptions and included a distributed-lag nonlinear model 

with lags up to 14 days for daily mean temperature [2]. In 

simple terms, the study found that both hot and cold weather 

increase the number of respiratory medications taken by 

patients. Therefore, neglecting the storage criterion and 

exposing medicines to unstable conditions will indirectly 

affect public health. 

V. EXPERIMENTAL SETUP AND METHODOLOGY 

A. Overview 

To evaluate the temperature stability within household 

refrigerators and to analyse the temperature curve over a 

given period, we conducted a simple experiment using IoT 

and cloud computing.  

B. Components 

i. Node-MCU Board: It is a low-cost developmental 

microcontroller board used for IoT projects, known 

for its built-in Wi-Fi module 

ii. DHT22 Sensor: It is a low-cost digital sensor used for 

measuring temperature and relative humidity with an 

accuracy of ±0.5°C and ±2-5%RH 

iii. Jumper Wires: They are short, flexible electrical 

connectors used for simple IoT projects 

C. Experimental Procedure 

We constructed a simple 

DHT22 circuit by connecting 

the sensor to the NodeMCU 
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board using jumper wires. Using the Arduino IoT cloud, the 

sensors were integrated into a dashboard that displayed real-

time temperature and Humidity readings as graphs. The 

DHT22 sensor was then placed in a refrigerator (Fig. 1), and 

temperatures were recorded while the door was repeatedly 

opened and closed. 

 

 

[Fig.1: DHT22 Sensor Inside the Refrigerator] 

D. Software Integration 

After the circuit was complete, the DHT22 sensor was 

integrated with the IoT cloud platform provided on the 

Arduino website. A web dashboard was developed in the 

cloud to visualise sensor data in real time. Variables for the 

Temperature gauge, Humidity gauge, Temperature graph, 

Humidity graph and message box were created to be 

displayed on the dashboard. The necessary libraries for the 

dashboard were included in the Arduino code, and each 

variable was linked with the code. The code was then verified 

and uploaded to the laptop/PC. The web dashboard was 

functional and accurately displayed the defined variables 

(Fig. 2). 

 

 

[Fig.2: Web-Dashboard Displaying Temperature and 

Humidity]  

E. Key Findings 

The experimental data showed that the uncalibrated DHT22 

sensor measured the temperature inside the fridge between 

7°C and 9.5°C and humidity between 33% and 34% (Fig. 3).  

The experiment confirmed that the temperature inside the 

refrigerator was not constant, varying by 2 °C. The 

temperature-time curve was not perfectly linear but was 

nearly linear, with minor deviations. 

 

[Fig.3: Temperature and Humidity Reading] 

VI. CONCLUSION 

Insights from studies and experiments on temperature 

detection and cold chain monitoring have helped enhance 

Smart Medicine Delivery and Vaccine Supply Chain, 

particularly in developing rural regions that lack 

technological advancements in medical storage. Medicine 

and its storage will continue to be subjects of ever-growing 

study and research. 

Here are a few areas where intense research and a wide 

range of experiments can lead to discoveries and 

breakthroughs in the field of Vaccine Supply Chain: 

▪ Utilising renewable sources of energy like solar energy 

as a backup energy source in case of Main power 

outages, as it is cheaper, environmentally friendly and 

highly feasible in relatively hotter regions such as 

regions lying on the equator 

▪ Multi-sensor fusion, which involves integration of 

multiple sensors like Humidity sensor, Light sensors to 

detect door openings, GPS modules for tracking 

location and Barcode scanners for inventory 

management 

▪ Intensive data collection and observation of climatic 

changes over a large span of time to design Machine 

Learning systems for predictive analysis. These ML 

models can be used to predict temperature data across 

different regions of Earth’s surface, thereby informing 

the time required for the vaccine supply chain. 

While temperature is the most important and studied 

parameter to upgrade vaccine storage and Cold chain 

monitoring, specific steps the government can take to 

promote safe and trustworthy vaccine supply: 

▪ The government provides effective and updated training 

to every operator involved in the Vaccine Supply Chain 

▪ Government and Healthcare facilities are spreading 

awareness among communities about the consequences 

of taking less potent vaccines or vaccines destroyed due 

to temperature anomalies. 

▪ Government investing in building adequate 

Infrastructure for the storage and supply of vaccines. 

▪ The government is investing in ensuring power supply, 

especially in rural areas where there is either no power 

supply or an irregular 

supply. supply of power. 
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