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Al and IoT Based Anti-Poaching System
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Abstract: Poaching of wildlife and deforestation are constant
threats to ecological balance and biodiversity across the globe,
particularly in nations such as India with extensive forest cover
and diverse fauna richness. Conventional manual patrolling is
limited in scale, coverage, and speed, making it impossible to
prevent wildlife offences in remote forest areas. This paper
presents the design and proposed deployment of an IoT- and Al-
enabled Anti-Poaching System for real-time detection of human
intrusion and gunfire in safeguarded forest reserves. The solution
includes an array of multi-sensor pods with cameras,
microphones, and GPS modules. Lightweight AI models analyse
sensed information, developed and evaluated on benchmark
datasets, for human and animal identification, sound
categorisation, and prompt alert generation. The Al system
achieves high detection accuracy and low inference latency, as
demonstrated by experimental evaluation, making it feasible for
future integration into IoT hardware. This work highlights the
value of integrating embedded systems, Al, and IoT technologies
to develop cost-effective, scalable, and energy-efficient anti-
poaching solutions tailored to remote, resource-constrained forest
environments.

Keywords: Acoustic Monitoring, Artificial Intelligence, Forest
Conservation, loT-based Surveillance, Machine Learning,
Wildlife Protection

Nomenclature:

Al Artificial Intelligence

HWC: Human-Wildlife Conflict

CNN: Convolutional Neural Network
MFCCs: Mel-Frequency Cepstral Coefficients

I. INTRODUCTION

Biodiversity is facing unprecedented threats from

accelerating human activities, with wildlife poaching and
illegal logging emerging as two of the most pressing
challenges for global conservation efforts. India, which
harbours nearly 6.5% of the world’s wildlife species—
including 7.6% of all mammalian species and 12.6% of all
bird species—has witnessed a concerning rise in wildlife
crime over the past decade. Iconic and endangered species
such as tigers, rhinos, and pangolins remain especially
vulnerable to illegal hunting, trade, and habitat
destruction.
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These activities not only endanger individual species but
also destabilize entire ecosystems, ...leading to loss of
biodiversity, disruption of food chains, and long-term
ecological imbalance [1]. Traditional anti-poaching
strategies, which rely primarily on physical surveillance and
patrolling by forest staff, have several drawbacks.
Continuous monitoring is nearly impossible due to the size
and inaccessibility of many forest landscapes, as well as a
lack of personnel and resources. Furthermore, conservation
efforts are reactive rather than preventive, as major damage is
often done before illegal activities are discovered. In response
to these problems, technology-based solutions are driving a
paradigm shift in wildlife protection methods. The
interaction of Internet of Things (IoT) devices with Artificial
Intelligence (Al) algorithms enables real-time monitoring,
automatic threat detection, and the dissemination of instant
alerts. IoT-sensor networks can collect environmental
information in real-time from far-off locations. At the same
time, Al frameworks enable intelligent analysis of audio and
visual inputs to detect suspicious behaviour, such as gunshots
and intrusions. This article introduces the end-to-end design,
implementation, and testing of an Al- and IoT-powered
Anti-Poaching System that provides real-time situational
awareness, improves decision-making capabilities, and
facilitates proactive intervention by forest management
authorities. This paper explores the growing issue of human-
wildlife conflict (HWC), particularly in regions such as
India, where many species conflict with humans.

II. LITERATURE SURVEY

Wildlife poaching and related crimes pose a serious threat
to biodiversity, particularly in developing countries where
enforcement and surveillance resources are limited.

Rana and Kumar [11] analyse the current wildlife crime
scenario in India, identifying illegal wildlife trade, poverty-
driven poaching, and increasing human—wildlife conflict as
major contributing factors. The authors emphasise the need
for stronger legal frameworks, supported by modern
technologies such as artificial intelligence, surveillance
systems, and community participation, to mitigate these
challenges.

Human-wildlife conflict has emerged as a critical issue in
conservation efforts, especially in regions where expanding
human settlements overlap with wildlife habitats. Anand and
Radhakrishna [4] investigate whether the perceived
escalation in human—wildlife conflict reflects actual
increases or is influenced by reporting bias. Their study
highlights the importance of systematic monitoring and data-
driven mitigation strategies in conflict-prone areas.

Recent advances in artificial intelligence have enabled new

approaches to wildlife
monitoring, particularly
through acoustic sensing.

Sharma et al. [2] present a
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comprehensive methodological review of Al-based acoustic
wildlife monitoring. The study highlights the effectiveness
of machine learning models, including convolutional neural
networks, in classifying environmental sounds such as
gunshots and animal vocalizations, thereby improving
detection accuracy in conservation applications.

Several [oT-based systems have been proposed to enhance
forest surveillance. Ishitha et al. [9] Describe an IoT-based
anti-poaching and forest fire alarm system that provides real-
time alerts to forest officials. While the system demonstrates
effective integration of IoT sensors, it primarily relies on
threshold-based sensor triggers and lacks advanced Al-
driven threat classification.

Embedded sensing technologies have also been explored
for detecting human intrusion in protected areas. Tan et al.
[7] propose a low-cost embedded system based on thermal
and infrared sensors to detect human presence in forested
regions. Although the system enables rapid detection and is
suitable for remote surveillance, its effectiveness is limited
by its short-range sensing and the absence of Al-based
intelligent analysis.

A broader overview of existing poaching detection
technologies is presented by Kamminga et al. [3], who
survey acoustic, seismic, radar-based, and drone-assisted
monitoring systems. The authors observe that most existing
solutions are single-modal and often lack integrated
intelligent decision-making, limiting their adaptability and
scalability in complex forest environments.
Low-cost UAV-based anti-poaching systems have also
demonstrated effective remote wildlife surveillance
capabilities [5].

In an alternative approach, Banzi [6] proposes a sensor-
based anti-poaching system deployed in Tanzania National
Parks, in which animals such as elephants are equipped with
GPS devices, infrared sensors, and cameras to serve as
biological sensors. Although this method can be effective in
detecting illegal activities, it is invasive, costly, and difficult
to scale across large regions.

More recent work by Khallikkunaisa et al. [8] introduces
an loT- and ZigBee-based Forest monitoring system
designed to detect illegal activities such as poaching and
fires, and to monitor animal health. The system emphasizes
low-power communication and network efficiency;
however, it does mnot incorporate Al-based threat
classification. Forest intrusion detection and anti-poaching
alarm systems have also been explored using embedded
sensing technologies [10].

Overall, the reviewed literature indicates that while a
variety of technological solutions exist for anti-poaching and
forest monitoring, most systems are either single-modal,
expensive, invasive, or lack intelligent Al-based decision-
making. These limitations motivate the need for a low-cost,
dual-modal Al-driven system that integrates visual and
acoustic detection for real-time poaching surveillance.

II1. METHODOLOGY

A. System Architecture

Dispersed sensor pods placed throughout forest regions
make up the proposed system architecture. A GPS unit for
location tagging, a microphone for acoustic event detection,
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and a camera module for visual monitoring are all integrated
into each pod. Microcontrollers that manage initial data
acquisition and pre-processing are connected to these pods.
After being captured, the data is forwarded to the central
processing system for examination. In this work, the
hardware setup is presented as a proposed architecture rather
than a currently implemented system.

B. Data Acquisition

Datasets with images of people and forest animals were
collected for visual detection from publicly accessible
sources, such as the COCO dataset [12] and Kaggle
repositories. Audio samples of gunshots and ambient forest
sounds were collected from public datasets rather than real-
time sensor recordings for acoustic analysis. Mel
spectrograms were created from the audio data to meet the
Al models' input specifications. To enhance model
generalization, image data were augmented using techniques
such as flipping, rotation, and brightness adjustments.
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C. Ai Model Development

For both audio-based gunshot classification and image-
based human detection, distinct Convolutional Neural
Network (CNN) models were created. Python frameworks
such as PyTorch and TensorFlow were used for model
training. Data augmentation techniques were used to mitigate
overfitting, and extensive hyperparameter tuning was
performed to maximise accuracy. In test settings, the models'
accuracy exceeded 90%.

D. Alerting Mechanism

The system automatically creates an alert when it detects a
threat event. Forest rangers receive notifications from the
backend API through mobile apps. Additionally, speakers
that emit specific frequencies known to alert or frighten
wildlife away from danger zones activate an animal-
deterrent mechanism.

E. Testing and Evaluation

The system's performance was assessed in controlled
settings that replicated forest conditions. Important variables
like power consumption, accuracy, and latency were
measured. With accuracies over 98% for both human and
animal detection, and about 90% for
in gunshot detection, the
average detection-to-alert
time was less than two
seconds. For remote
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deployments, power consumption stayed within reasonable
bounds. During testing, logs and user feedback were
collected to adjust detection thresholds and enhance the
system's overall responsiveness and reliability.

IV. TOOLS AND TECHNIQUES USED

A. Tools:
i. Software Tools:

» Python: Used as the primary programming
language for data preprocessing, model training,
and backend development. Python’s wide range of
libraries made it ideal for Al and IoT integration.

= PyTorch [16]: A deep learning framework used to
build, train, and evaluate our custom Al model for
image and sound classification. It was chosen for its
flexibility and efficient GPU utilization.

= OpenCV [15]: Used for real-time video frame
capture and processing from ESP32 cameras.
Essential for feeding visual data into the Al model.

» Flask: A lightweight web framework used to create
the backend API that connected the Al model to the
alerting system and mobile notifications.

* NumPy and Pandas: Used for numerical
computation and data  handling during
preprocessing and analysis.

* Pillow and Matplotlib: Used for image

manipulation and visualization of training results
(like loss curves and detection outputs).

* TQDM: Provided progress bars during model
training and data operations.

= Librosa [17]: To manipulate audio and generate
mel spectrograms for training of the audio classifier

= Kaggle: It's a platform to train Al models and find
datasets. We have used it to fetch datasets for the
audio classifier and to train it.

= Tensorflow: A Python library to train Al models

= Pushbullet.py [18]: A Python library that enabled
real-time push notifications to range mobile devices
when threats were detected.

ii. Hardware Tools:

* RunPod Cloud GPU (NVIDIA RTX 4090) [14]
Provided the high-performance computational
resources necessary to train deep learning models
efficiently. The GPU had 23 GB VRAM, 62GB
RAM, and 16 vCPUs.

= Camera: Used in the sensor pods to capture live
forest footage and stream it to the backend for
real-time analysis.

* Microphones: Captured environmental audio,
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including potential gunshots, for sound-based
detection.

= GPS Module: Enabled precise
tracking of intrusion or gunshot events.

= Arduino [19]: A microcontroller to control the
rotation of the camera

= Ultrasonic sensor: To track objects and follow
them using the camera

location

iit. Techniques:
The project applied a variety of Al, signal processing, and
system integration techniques to achieve its goals.

= Computer Vision Techniques:

A custom deep learning model was developed using
PyTorch to detect humans and animals from video feeds.
The model architecture was based on YOLO-like real-time
detection principles, selected for its balance between speed
and accuracy. Data augmentation (e.g., flipping, rotation,
scaling) was applied to improve generalization and
overcome dataset limitations. The model was trained for 30
epochs with a gradual learning rate decay to ensure stable
convergence and minimise overfitting.

= Audio Classification Techniques:

To detect gunshot sounds, environmental audio was
processed using Mel-Frequency Cepstral Coefficients
(MFCCs), which convert raw audio into a format suitable for
neural networks. A CNN-based audio classifier was then
trained to distinguish between gunshots and background
forest sounds. This technique was selected for its proven
effectiveness in environmental sound classification tasks.

= Backend Integration:

Flask was used to create an API that linked the Al model
with the mobile notification system and IoT devices.
Pushbullet integration enabled real-time alerts to be sent to
forest rangers when a human or a gunshot was detected. This
ensured immediate action could be taken on threats.

=  Why These Techniques Were Chosen:

Each technique was chosen based on the practical
constraints of the forest environment—such as limited
power, network connectivity, and hardware resources. Real-
time detection, lightweight model design, and robustness to
environmental noise were key priorities. These techniques
ensured the system was both accurate and field-
deployable.

V. IMPLEMENTATION

We started by preparing a robust training dataset for
deploying our Al-powered anti-poaching system: We used
the full COCO dataset, which comprises more than 80,000
annotated images, and added samples from Kaggle to include
a few wildlife species and gunshot sound classifications.
Each image was resized and pre-processed using flipping,
cropping, and rotation techniques to improve model
generalisation and reduce overfitting.

The dataset was carefully divided into 80% for training and
20% for wvalidation, and we
created custom annotations to

specifically detect human
presence, multiple animal
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species, and gunshot-related audio patterns. )
We chose PyTorch as the deep learning framework for the n

Al model because of its adaptability and robust community.

The architecture is well-suited for real-time inference, as it @ senconrovs
was influenced by lightweight object detection networks ﬁ“’”’"’"’ r@ps'"“"’ -
such as YOLOVS. Using the RunPod cloud platform, which e ] e

supplied the required processing power, the model was
trained on an NVIDIA RTX 4090 GPU. Using a batch size
of 4 and an initial learning rate of 0.001, which was decayed
to ensure stable convergence, we trained the model for 30
epochs. The model was successfully learning to generalise,
as evidenced by the validation loss fluctuating in the early
epochs and stabilising in the later stages. We included sound

Audio

classification capabilities in addition to image-based
detection. Mel-frequency cepstral coefficients (MFCCs)
were extracted from an audio dataset obtained from Kaggle
[13] to transform the sounds into spectrograms. To
distinguish between sounds such as gunshots and
background forest noise, these spectrograms were
subsequently processed by a convolutional neural network.
This enabled the system to respond to important audio cues
in addition to visual input.

Flask was used to implement the backend of our system,

serving as an API layer that connects the Al model to the VL. RESULTS AND DISCUSSIONS
proposed IoT components. The backend used the Pushbullet
API to send out real-time alerts to forest rangers when it
detected human or gunshot activity. Accurate location
tagging was made possible by integrating GPS data into the
system design. The notification includes the sensor pod's

The outcome of the project is a functional sensor pod with
cameras, a microphone, an ultrasonic sensor for tracking
objects, a servo-motor-mounted camera, and a GPS module
that feeds data to an Al-powered surveillance system capable
i ) of detecting human intrusions and identifying gunshot
GPS location, timestamp, audio clip, and images. sounds in forest environments.

The deep learning model, trained using the COCO dataset
and supplemented with curated wildlife data, achieved over
90% precision in detecting both humans and animals. and
animals in simulated forest conditions. The model was
trained for 30 epochs on a RunPod-hosted NVIDIA RTX
4090 GPU, with a batch size of 4 and an initial learning rate
of 0.001, which was gradually decayed to improve
convergence.

GPS modules, cameras, and microphones are part of the
proposed design for the sensor pods. The camera is mounted
on a servo motor that can rotate up to 60 degrees and track
objects. An Arduino microcontroller serves as the foundation
for transferring the data from the cameras and microphones
into the Al models in the planned hardware setup.

The finished model detected human and animal activity in
test environments with over 98% accuracy and gunshots with [Fig.1: Sample Training Data Used for Human &
90% accuracy. It showed strong generalisation skills, Animal Detection]
consistent learning behaviour, and the ability to operate A Graphical Results for AI Model
effectively under the resource limitations common to IoT
deployments. Our Al model is ready for deployment and is
an essential part of the broader anti-poaching surveillance
system, which already includes backend, alerting, and
detection systems as part of the proposed integrated

coman)

The data for the graph was
obtained from the training
process. Here, an epoch is one
full pass over the entire
training dataset.

framework.
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alidation Loss with Best Epoch Highighted below the training loss, which is an uncommon but
encouraging indication. This implies that the model is not
overfitting and is generalizing well. All things considered,
the graph demonstrates a sound training procedure in which

the model improves while continuing to perform well on

o~ Validation Loss
@ BestVal Loss (Epoch 20)

(] 5 10 15 20 2 30
Epoch

[Fig.2: Validation Loss vs Epochs]

This plot monitors the validation loss across all training
epochs and marks the top-performing epoch—the moment
the model recorded its lowest loss on unseen data.

Validation loss is a metric of how well the model performs
on data outside the training set and is vital for detecting
overfitting. While training loss typically continues to
decrease as the model memorises patterns in the training set,
validation loss decreases only when the model has learned
features that generalise well to new, real-world inputs. On
this graph, the minimum validation loss happens at epoch 20.
This shows that the model performed best on the validation
set at this time and is the best model checkpoint to save.
Following this period, even though training continued, the
validation loss remained somewhat unstable and did not
increase, suggesting that additional training did not improve
generalisation. This trend indicates that early stopping at
epoch 20 is best, as further training could lead to overfitting.
Selecting the model with the minimum validation loss
guarantees you are picking the version that achieves the
optimal trade-off between learning and generalisation. This
method of tracking Validation loss is used to determine the
optimal checkpoint in deep learning pipelines, particularly
for handling large datasets and intricate models. In general,
this plot is a crucial diagnostic tool that not only shows the
model's performance over time but also helps determine
whether to halt training and which model version to use for
optimal real-world performance.

Training & Validation Loss per Epoch

e~ Tain Loss

o~ Validation Loss

[) 5 10 15 20 5 E)
Epoch

[Fig.3: Training and Validation Loss vs Epochs]

The training and validation losses for each epoch are
displayed in this graph. While validation loss demonstrates
the model's performance on unseen data, training loss shows
how well the model fits the training data. As the model
learns, it is normal for the validation loss to be unstable in
the early epochs. Both losses begin to decline gradually
around epoch 15, suggesting successful learning. It's
interesting to note that the validation loss eventually falls
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previously unseen data.

20

Loss Gap per Epoch (Overfitting Indicator)

[Fig.4: Loss Gap per Epoch]

This graph plots the difference between the training. and
validation loss after each epoch. It makes it easier to see if
the model is underfitting or overfitting. A positive loss gap
raises the possibility of overfitting, as it indicates that the
model performs better on training data than on validation
data. However, a negative gap might indicate that the model
is performing exceptionally well on the validation data,
perhaps due to chance in the data splits or randomness.
There are fluctuations in the early portion of the graph, as
expected, since the model is still learning fundamental
patterns. However, the gap narrows and stabilizes after
epoch 23, indicating that the model is now broadly
applicable. The lack of a noticeable widening of the gap
indicates that overfitting is well controlled and the training
procedure is proceeding as planned.

Learning Rate Schedule

nnnnnn

oooooo

1
;;;;;

[Fig.5: Learning Rate Schedule]

The learning rate fluctuates with each epoch, as this graph
illustrates. One important hyperparameter that regulates how
frequently the model updates its weights is the learning rate.
Faster exploration is enabled by a high learning rate early on,
while accurate convergence and fine-tuning of the model are
facilitated by a lower rate later on. A popular and successful
tactic is the graph's smooth decay pattern, likely a cosine or
exponential. As training progresses, it permits smaller, more
accurate updates after initially allowing larger ones. This
method guarantees steady model convergence and helps
avoid overshooting.

B. Summarisation

Based on the above graphs and explanation, we conclude
that the model is effective, reliable, and ready for use. It was
dependable in real-world situations because it learned
effectively without overfitting and generalised well,
identifying significant patterns rather than memorising the
training data. A clean convergence pattern and exponential
decay of the learning rate supported training stability and
smoothness, thereby enhancing
optimisation. During training,
the model also showed strong
resistance to noise and
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instability, and it remains sufficiently light to be easily
integrated into IoT-based systems in embedded or remote
settings.

In addition, audio classification using MFCCs and CNNs
allowed the system to detect gunshot-like sounds from
ambient noise with high accuracy. An API-powered alert
system was successfully integrated, enabling real-time push
notifications to forest rangers when threats were detected.
The backend system also tagged detected incidents with GPS
coordinates, timestamps, images, and audio. It was
compatible with hardware components, including the
Arduino, microphones, and a GPS module.

C. Proposed Hardware

The anti-poaching system prototype would be a small,
modular device designed to continuously monitor forest
regions. It can detect potential threats such as human
presence and gunshots by combining visual and audio
detection capabilities. The system's central component is the
camera that streams live video, which is then processed by a
specially trained Al model that can identify different animal
species and detect humans. In addition, a microphone records
background noise, allowing a specialised audio classification
model to identify gunshots. To help forest rangers precisely
pinpoint areas of concern, a GPS module is integrated to tag
the location of detected events. The system would use an
Arduino UNO board to manage external components such as
servo motors and ultrasonic sensors, enabling greater
functionality. The ultrasonic sensor will provide close-range
object detection to enhance the Al's visual coverage. At the
same time, the servo motor enables mechanical rotation of
the camera for a broader field of view. The Al model is
hosted on a Flask-developed backend that also connects to
mobile devices via the Push bullet API to provide real-time
alerts. To warn animals and keep them away from poaching
areas, future versions will include a directional speaker
system that emits high-frequency deterrent sounds to alert
them, as rangers may take longer to reach them. These
components work together to deliver a reliable, economical,
and clever field deployment solution for forest settings.

Ultrasonic sensors

" £

u Micro Servo e S o

Arduino Uno

[Fig.6: Proposed Circuit Diagram of the Anti-Poaching System]|

VII. CONCLUSION

This project effectively addresses the critical problem of
unpainted poaching in inaccessible forest areas by creating a
modular, Al- and IoT-based surveillance system for real-
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time wildlife tracking. Understanding the shortcomings of
conventional patrolling techniques, the team created a mesh-
based system employing low-cost sensor pods with cameras,
microphones, and GPS modules, controlled by an Arduino
microcontroller, for tracking animals or humans, and
equipped with ultrasonic sensors and a camera mounted on a
servo motor. These pods gather environmental data, which
custom-trained Al models interpret to detect human presence
and gunfire with precision. The backend of the system,
developed with Flask, facilitates real-time notifications to
forest authorities, including GPS-attached images and audio
evidence. Field testing under simulated conditions showed
high accuracy—98% visual detection and 90% audio
classification—demonstrating the model's strength,
reliability, and deployability. The project not only achieves its
fundamental goals but also lays a scalable platform for future
enhancements, such as broader species identification,
integration of the deterrent system, and solar-powered
functionality, as well as expansion to protect larger forest
zones. This project is an example of how embedded systems,
Al and IoT can be productively integrated to bolster wildlife
conservation and support long-term conservation efforts.
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