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Cloud Security through Key Agreement

Subramanian Anbazhagan, K.Somasundaram

Abstract—Cloud computing refers to applications and servicesThis raises concerns regarding user privacy priotect

that run on a distributed network using virtualizeand accessed
by common internet protocols and networking standsrdt is
distinguished by the notion that resources are uat and limitless
and that details of the physical systems on whickware runs are
abstracted from the user. Cloud Computing is a stgfeomputing
in which dynamically scalable and often virtualizedsources are
provided as a service over the Internet. Users need have
knowledge of, expertise in, or control over the tecdhogy
infrastructure in the "cloud" that supports them. fie concept
incorporates technologies that have the common tleerof
reliance on the Internet for satisfying the computj needs of the
users. Cloud Computing services usually provide apgiions
online that are accessed from a web browser, while sb&ware
and data are stored on the servers. As the user$ tedr sensitive
data to clouds i.e. public domains, the major huedl for cloud
adoption are lack of security and access contrdh€lmain setback
is that the insecure information flows as serviceoprder can
access multiple virtual machines in clouds. So stmecessary to
build up proper security for cloud implementatioherefore the
main aim of this paper is to provide cloud compugirsecurity
through secret key using a public-key scheme. Ttagticle
proposes a protocol which enables two users to esthld secret
key using a public-key scheme based on discretalitigms. The
protocol is secure only if the authenticity of thevo participants
can be established.

Index Terms— Cloud computing, cloud security, clogdrvices,
domains, public-key scheme secret key ,virtualizesources,
virtual machines.

I. INTRODUCTION

Cloud computing is a paradigm that focuses on shatata
and computations over a scalable network of nagfening
across end user computers, data centers, and wetese A
scalable network of such nodes forms a cloud. Aliegtion
based on these clouds is taken as a cloud applicdii recent
years, most of the developed software’s are based
distributed architecture, such as service-oriente@P &

because users must outsource their data. Addilyorthke
move to centralized services could affect the myvand
security of users’ interactions. Security threaighhhappen
in resource provisioning and during distributed leggpion
execution. Also, new threats are likely to emer§er
instance, hackers can use the virtualized infresira as a
launching pad for new attacks. Cloud services shoul
preserve data integrity and user privacy. At thmesaime,
they should enhance interoperability across mealtigbud
service providers. In this context, we must ingee new
data-protection mechanisms to secure data privaspurce
security, and content copyrights.

. RELATED WORK

A. Cloud Architectures

Cloud computing architecture refers to the comptand
subcomponents required for cloud computing. These
components typically consist of a front end platfo(fat
client, thin client, mobile device), back end piaths
(servers, storage), a cloud based delivery, aneteank
(Internet, Intranet, Intercloud). Combined, thesmponents
make up cloud computing architecture.

Cloud computing architectures consist of front-ptatforms
called clients or cloud clients. These clients cosgpservers,
fat (or thick) clients, thin clients, zero clientsblets and
mobile devices. These client platforms interachwliie cloud
data storage via an application (middleware), viaveb
browser, or through a virtual session.

The Cloud Computing Architecture of a cloud solntis the
structure of the system, which comprise on premiskcloud
resources, services, middleware, and software coeis,
geo-location, the externally visible propertiestloése, and
the relationships between them. The term alsorgetie

cloud computing. Cloud computing represents a reglbcumentation of a system's cloud computing archite.

paradigm shift in the way in which systems are dggdl. The
massive scale of cloud computing systems was etalyléhe
popularization of the internet and the growth ofsolarge
service companies. Cloud computing makes the |ahg-h
dream of utility computing possible with a pay-assgo,
infinitely scalable, universally available systewdith cloud
computing we can start very small and become hig faest.
That's why cloud computing is revolutionary, evdnthe
technology it is built on is evolutionary. In cloadmputing, a
data center holds information that end-users woultte
traditionally have stored on their computers.
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Documenting facilitates communication between
stakeholders, documents early decisions about IbigH-
design, and allows reuse of design components attdrps
between projects. Figure 1 shows the cloud comgutin
architecture.
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B. Cloud Computing Services

The architecture of Cloud computing can be categdri
according to the three types of service models, eiham
Infrastructure as a service (laaS), Software a&s\ace(SaaS)
and Platform as a service (PaaS).

1) Infrastructure as a Service (IaaS)
Infrastructure as a Service is a single tenantctclayer where
the Cloud computing vendor’s dedicated resourcesoaly
shared with contracted clients at a pay-per-use Tedés
greatly minimizes the need for huge initial investrnin
computing hardware such as servers, networkingcdsvand
processing power. They also allow varying degreés
financial and functional flexibility not found imiernal data
centers or with co-location services, because cdimgpu
resources can be added or released much more yjaict
cost-effectively than in an internal data centerwith a
collocation service [9]. However, corporate deaisinakers
must be aware of the capital outlay shift from equc fixed
expense payment reflected on the income statereant
operational expense increase.

2) Software asa Service (SaaS)
Software as a Service also operates on the virkaland
pay-per-use costing model whereby software apjpicatare
leased out to contracted organizations by speethlBaaS
vendors. This is traditionally accessed remotelpgia web
browser via the Internet. The software has
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Figure 2 shows the Cloud services

C. Types of Cloud

In providing a secure Cloud computing solution, ajon
decision is to decide on the type of cloud to bplémented.
Currently there are three types of cloud deploynmeodtlels
offered, namely, a public, private and hybrid clothese,
together with their security implications will bésdussed

limitethelow.

functionality and its core pack can be expanded and 1) Public Cloud

contracted allowing of easy customisation whichbiked

accordingly. SaaS providers may host the softwartheir
own data centers or with co-location providers, noay
themselves be outsourced to laaS providers. Thisabilty

of laaS services is a key enabler of the SaaS id]el
Software as a service applications are accessed usgb
browsers over the Internet therefore web browseursty is
vitally important. Information security officers MWineed to
consider various methods of securing SaaS apmitatWeb

A public cloud is a model which allows users’ accts the
cloud via interfaces using mainstream web browskis.
typically based on a pay-per-use model, similaa frepaid
electricity metering system which is flexible enbug cater
for spikes in demand for cloud optimization. Thédgs cloud
clients to better match their IT expenditure abaerational
level by decreasing its capital expenditure omiffaistructure
[4]. Public clouds are less secure than the otteerdcmodels
because it places an additional burden of ensuslig

Services (WS) security, Extendable Markup Languagapplications and data accessed on the public cwadnot

(XML) encryption, Secure Socket Layer (SSL) andilatde

subjected to malicious attacks. Therefore trust rdacy

options which are used in enforcing data protectioooncerns are rife when dealing with Public cloudthhe

transmitted over the Internet.
3) Platform as a Service (PaaS)

Platform as a service cloud layer works like laag i

provides an additional level of “rented” functioityal Clients
using PaaS services transfer even more costs fapitat
investment to operational expenses but must aclaunel the
additional constraints and possibly some degremak-in

posed by the additional functionality layers[6].eThse of
virtual machines act as a catalyst in the PaaS iay€loud

computing. Virtual machines must be protected ajain

Cloud SLA at its core. A key management considenati
which needs to be answered within the SLA deald wit
ensuring that ample security controls are put scel One
option is for both the cloud vendor and client nalifuagree
in sharing joint responsibility in enforcing cloetiecks and
validation are performed across their own systeliise
alternative option will be for each party to set mdividual
roles and responsibilities in dealing with cloudnputing
security within their utilization boundaries.

2) Private Cloud

malicious attacks such as cloud malware. Therefor private cloud is set up within an organizatioiisernal

maintaining the integrity of applications and weiiforcing
accurate authentication checks during the transfedata
across the entire networking channels is fundarhefigure
2 demonstrates the cloud services.
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enterprise datacenter. It is easier to align widcusity,

compliance, and regulatory requirements, and pesvidore
enterprise control over deployment and use. Inpteate
cloud, scalable resources and virtual applicatposided by
the cloud vendor are pooled together and availtvleloud

users to share and use. It differs from the pulitad in that
all the cloud resources and applications are mahagehe
organization itself, similar to Intranet functioitgl

Utilization on the private cloud can be much marewse than
that of the public cloud because of its specifiaterinal
exposure. Only the organization and designatec:ktdélers
may have access to operate on a specific Privairel ¢b].
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3) Hybrid Cloud
A hybrid cloud is a private cloud linked to one miore
external cloud services, centrally managed, prowii as a
single unit, and circumscribed by a secure netw6ik It
provides virtual IT solutions through a mix of bgthblic and
private clouds. Hybrid Clouds provide more secunetiol of
the data and applications and allows various mattieaccess
information over the Internet. It also has an opeshitecture
that allows interfaces with other management systeho
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Authorization is maintained by the system admiatstr in a
Private cloud.
3) Confidentiality

In Cloud computing, confidentiality plays a majoarp
especially in maintaining control over organizatiodata
situated across multiple distributed databasess & must
when employing a Public cloud due to public clouds
accessibility nature. Asserting confidentiality afsers’
profiles and protecting their data, that is virtyaccessed,

summarize, in the cloud deployment model, netwaykin allows for information security protocols to be emfed at

platform, storage, and software infrastructurepacvided as
services that scale up or down depending on theadeénin
deciding which type of Cloud to deploy, businessaugers’
needs to holistically assess the security condidesafrom
an enterprise architectural point of view, takintpiaccount
the

various different layers of cloud applications.

4) Integrity
The integrity requirement lies in applying the diikgence
within the cloud domain mainly when accessing data.
Therefore ACID (atomicity, consistency, isolatiomda

information security differences of each Cloudiurability) properties of the cloud’'s data shouldhout a

deployment model mentioned above. Figure 3 shows thoubt be robustly imposed across all Cloud compgudeliver

models of cloud.
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D. Cloud computing security issues

Securing data sent to, received from, and storétkeicloud is
the single largest security concern that most drgdions

should have with cloud computing. As with any WA ffic,

we must assume that any data can be intercepted
modified. That's why, as a matter of course, teafffi a cloud
service provider and stored off-premises are enedyprhis
is as true for general data as it is for any pasgsvor account

models

5) Non-repudiation
Non-repudiation in Cloud computing can be obtairsd
applying the traditional e-commerce security protscand
token provisioning to data transmission within dou
applications such as digital signatures, timestarapd
confirmation receipts services (digital receiptofgnessages
confirming data sent/received).

6) Availability
Availability is one of the most critical informatiosecurity
requirements in Cloud computing because it is adegysion
factor when deciding among private, public or hgleloud
vendors as well as in the delivery models. Theiserlevel
agreement is the most important document whichligigts
the trepidation of availability in cloud servicasdaresources
between the cloud provider and client.

. PROPOSED APPROACH

In order to effectively manage and control the aobeloud
technology in an organization, business and sti@tiggision
makers need to begin with assessing the potentjgddt of
Cloud computing on their competitive edge. So itasessary
to build up proper security for cloud implementatio
Therefore the main aim of this paper is to provaeud
computing security through secret key using a [otikdy
scheme. This article proposes a protocol which lesatwo
%%%rs to establish a secret key using a publicdaheme
based on discrete logarithms. The protocol is seouty if
the authenticity of the two participants can balglihed.

IDs. These are the key mechanisms for protecting daA. Diffie Hellman Key Exchange

mechanisms:

1) Identification & authentication
In Cloud computing, depending on the type of clagdvell as
the delivery model, specified users must firstliyelstablished
and supplementary access priorities and permissi@ysbe
granted accordingly. This process is targetingeaifying and
validating individual cloud users by employing usenes
and passwords protections to their cloud profiles.

2) Authorization

Authorization is an

Asymmetric Encryption of data requires transfer of
cryptographic private key. The most challengingt rathis
type of encryption is the transfer of the encryptiey from
sender to receiver without anyone intercepting k&g in
between. This transfer or rather generation on same
cryptographic keys at both sides secretively waslema
possible by the Diffie-Hellman algorithm.
The Diffie-Hellman algorithm was developed by ifi&ld
Diffie and Martin Hellman in 1976. This algorithmaw

important  information  securitygevices not to encrypt the data but to generate gaivate

requirement in Cloud computing to ensure referéntigryptographic key at both ends so that there in@ed to

integrity is maintained. It follows on in exertimgntrol and

transfer this key from one communication end totlagio

privileges over process flows within Cloud compgtin Though this algorithm is a bit slow but it is theesr power of
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this algorithm that makes it so popular in enciyptkey 7. Now, we have K2=AY mod n

generation. =2°mod 11

The beauty of this scheme is that the two pantis, want to =64 mod 11

communicate securely, can agree on a symmetricuking =9

this technique. This key can be used for

encryption/decryption. As we have seen this algorithm under a very snrathe

However, we must note that Diffie-Hellman key exuga Nnumbers, but in real life these values are veigear
algorithm can be used only for key agreement, lmitfor

encryption or decryption of the message. Once hbth D. Problems with the algorithm Man-in-the-middle attlc
parties agree on the key to be used, they needdmther A man, say Golani, is an attacker. Lets see howdmee to

symmetric key encryption algorithm. know the key to be shared between Puli and Snehal
B. The Algorithm Sepl:
This is a 7 step algorithm. Let us understandti wie help of ) )
a simple example. Suppose Puli and Snehal wangreea Puli Golani Shehal
upon a key to be used for encrypting/decryptingsags that n=11,9=7 n=11,g=7 n=11,g=7
would be exchanged between them. _
Diffie-Hellman Key Exchange Algorithm: Step2:
Sep 1:Firstly, Puli and Snehal agree upon two large prime Puli Golani Snehal
numbers, n and g. These two numbers need not be kept secret. x=3 x=8,y=6 y=9
Step 2: Puli chooses another large number x, and calculate A step 3:
such that:
A=g* mod n Puli Golani Shehal
A=g“mod n A=g“modn B=g’mod n
Step 3:Puli sends the number A to Shehal. =7°mod 11 =7mod11  =7"mod 11
=343 mod 11 =5764801 mod 11 =40353607 mod 11
Step 4: Snehal independently chooses another large random =2 =9 =8
integer y and calculates B such that: B=¢g’ mod n
B=g’ mod n =7°mod 11
) =117649 mod 11
Sep 4: Snehal sends the number B to Puli. =4
Sep 5:Puli now computes the secret key K1 as follows : step 4: Puli Golani Shehal
K1=B‘mod n A=2, B=4* A=2,B=8  A=9*,B=8
Sep 6: Snehal now computes the secret key K2 as follows : step 5: Puli Golani Sehal
K2=A‘mod n KI=B*modn  K1=B*modn  K2=A’modn
Result: =4*mod 11 =8®mod11  =9°mod 11
: =64mod11 =16777216 mod 11 =387420489 mod 11
K1=K2=K =The symmetric key K now becomes the shared zgmo -5 mo -5 mo
symmetric key between Puli and Shehal.
C. Example of Diffie-Hellman Algorithm k2=A' mod n
Let us take an example: =2° mod 11
1. letn=11, g=7 =64 mod 11
2. let x=3, then we have, A=g* mod n =9
=7°mod 11 =343 mod 11 At step \A the real attack  happens,
=2 Golani intercepts the value of A sent by the Rulshehal his
. own A instead. Moreover, Golani intercepts the gahi B
3. Puli sends 2 to Snehal. sent by Snehal to Puli and sends Puli his own §ead.

From this we can conclude that man-in-the-eiddtack
can work against the Diffie-Hellman key exchanggathm,
causing it to fail.

This is plainly because the man-in-the-middlekesathe
actual communicators believe that they are talkimgeach
other, whereas they are actually talking to matheymiddle,
who is talking to each of them!

4. let y=6, then we have, B=g¢g’ mod n
=7°mod 11 =117649 mod 11
=4

5. Snhehal sends 4 to Puli.

6. Now, we have K1=B* mod n

=23 mod 11 The key exchange protocol is vulnerable to schattack
=64 mod 11 because it does not authenticate the participantss
=9 vulnerability can be overcome with the use of digit

signatures and public-key certificates. This cobkl our
future research work in the cloud computing.
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IV. CONCLUSION

Although Cloud computing can be seen as a new phenon
which is set to revolutionize the way we use thermet, there

is much to be cautious about. There are many new

technologies emerging at a rapid rate, each withrtelogical
advancements and with the potential of making husrames
easier. However one must be very careful to undedsthe
limitations and security risks posed in utilizingnese
technologies, Cloud computing is no exceptionhia paper

key security considerations and challenges whick ar
in the Cloud computing industry are

currently faced
highlighted. The main aim of this paper is to pdavicloud
computing security through secret key using a oty
scheme. This article proposes a protocol which lesatwo
users to establish a secret key using a publicdayeme
based on discrete logarithms. The protocol is seouty if
the authenticity of the two participants can balglihed.
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