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Abstract— Elliptic Curve Cryptography is used in Longeiim
Evolution (LTE) which uses large key size which fails provide
security against Denial of Services (DOS). In thipaper,
SHA-based mutual authentication is proposed for LgprTerm
Evolution using Hyper Elliptic Curve Cryptography whiclis
public key cryptography which helps in secure comnization for
exchanging the data. This reduces the communicat@mmplexity
and computation cost using smaller key size whickuks in less
processing time and provides security against DOSnally,
simulation result shows the processing time betwdsnECC and
HECC using MATLAB.

Index Terms— LTE, ECC, HECC, DOS

I. INTRODUCTION

A Wireless Mobile Communication technology hasdrae
more popular and easier to transmitting data fat pears.
Nowadays user can able to communicate with otheiegaat
any place at any time. Long Term Evolution playsaor
role in wireless communication.LTE system was desifto
meet new technologies. Many algorithms were deesldpr
secure communication.

Cryptography based authentication protocol was|deee to

guarantee the confidentiality, authentication amegrity of

communications. Here very popular Hyperelliptic @ur
Cryptographic technique is used to fulfill the regment of

LTE network to provide authentication between tvaers.

These cryptographic technique provide security Viibs

computational and communication overhead. It nemdg

80bit key length to provide same level of secuaigyeCC and
RSA.

II. RELATED WORKS

“Secure Authentication Key Agreement Protocol fayng
Term Evolution — Advanced”[1] describes that AKfofcol
providing security against the vulnerability attacln
Efficient protocol for resource constrained platfisr using
ECC” [5] describes that Elliptic curves were alrngdiking
used in various cryptographic contexts. An elliptierve
exponentiation for general curves over arbitraiiynprfields
is roughly 5 to 15 times as fast as an RSA, demgndn the
platform and optimizations.
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“Elliptic Curve Cryptography and its applicationg7]
describes that Elliptic Curve Cryptography (ECCaigublic
key cryptography having a small key size of 160kbivhich
each user or the device taking part in the comnatioic
generally have a pair of keys, a public key andieafe key,
and a set of operations associated with the keydotthe
cryptographic operations. Only the particular ugesws the
private key whereas the public key is distributecll users
taking part in the communication. “Security Anatysind
Enhancement of Authentication in CDMA based onpiilti
Curve Cryptography” [9] describes that SuperioafyeCC
public key technique over other public key techefgbbased
on the key length and the implementation speed. &DM
Authentication technique used ECC public key tovyute the
subscriber  Authentication key, and also provides
Authentication request and Mutual Authenticatiorwzen
the user and service network.

lll. EXISTING SYSTEM

Authentication key agreement algorithm is impleradntor
secrecy and to solve the vulnerabilities in the wamication
system. This reduces the bandwidth utilization for
authentication and number of transactions requifed
authentication is reduced. Security and implemaniat
requirements for personal communication systemsbleas
discussed. To provide better protection, new pauwith
more security features, which reduce the roamen'st bn a
visited network’s capability of protecting roametated
sensitive data without involving complicated congtigns,
are analyzed.

IV. PROPOSEMUTUAL AUTHENTICATION
PROTOCOL

Mutual Authentication is necessary to avoid theuidér while
transferring the information (or) messages. We psepa
mutual authentication protocol based on “ISO-Pulkiy
three phase mutual Authentication Protocol” in Lorgrm
Evolution which provides high level of security in
combination with Hyper Elliptic curve Cryptosystem.
Proposed Protocol Postulates are as follows:

Our Proposed mutual Authentication protocol based o
“ISO public Key three pass mutual Authentication
Protocol” in Long term Evolution as it used with pér
Elliptic Curve which provide same level of security
160-bit ECC.

Authentication done using HEC-EIG algorithm which
beneficial in less processing time.

and verified using HEC-SHA algorithm which restuts
high level of security.

Key has been generated and signature has been added
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A. HEC-EIG Authentication V. SIMULATION RESULTS AND DISCUSSION

User A want to communicate with User B.So,User Adsea MATLAB simulation tool was used to simulate the posed

request message to User B containing User Idefifity), cryptographic scheme for different key size andcpssing
Challenge nonce Rand certificate CeftOnce the message time. Fig.5.1 shown the simulated result by conmpkey

received User B wants to communicate with A, gtfverify  size and processing time for ECC and HECC .Fromgbaelts

the identity,if that matches User B sends messadéser A it was inferred that ECC takes more processing tinza

which contains noncediDg and Cer Now,User A and User HECC. For key size of 100 bits, ECC takes procestine of

B will communicate after the mutual authenticatiorig 4.1  960ms whereas HECC takes only 180ms. From the ateull
graph, it is inferred that as key size increadess processing
Cerl, Token AB, ID, time for ECC increases whereas the processing fone
A " B HECC decreases.

Comparision based on total processing time with ECC & HECC
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B. SHA-based Key Generation (User A) Sppe
1. Select random integer from [1; n-1] e
2. Compute Q=d.p ol |
3. A’s public key is Q and private key is d. ]
C. Signature Generation (User A) o . ; .
1. Random integer k from [1; n-1] = . D g 0 =
g- IC]EO”(‘)p:J;e k*G t:(x;tYl)l; r=Xy(mod n) Fig.Key Size Vs Processing Time
. If r=0 then go to step 1.
4. Compute [K * (-1)] [mod n] V. CONCLUSION
5. Compute S= [K” (-1)] [SHA -1(m) + dr] (mod n ) _ _ ) )
6. If S=0 then go to step 1 This paper describes a novel cryptographic scheritie w
7. Send m and (r:s) which is A's signature formessage m, HECC algorithm on LTE for secure data exchar_lgesThl
to B proposed method offers major advantages over imadit
D. Signature Verification (User B) systems such as increased speed, less memory aherdaay
1. Verify r and s size. It also provides higher level of securityhwiss key size
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