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Abstract- Passport is the most important document while
travelling from one country to another. It is the proof of
citizenship of the country. Hence, it needs to keep it secure from
unauthorized use. Authentication and security of passport and
checking integrity of a person on the airport is a challenging
task. In order to face this challenge of security and privacy, we
propose a method based on Visual Secret Sharing (VSS) for
black and white passport number. In our proposed method we
have a new approach in VSS with improved contrast. Two shares
of a passport number image are formed by applying 2-out-of-2
VSS. Shares generated will contain only black and white pixels,
which make it difficult to retrieve any information about the
image by viewing only one share. However, when the two shares
are overlaid the secret imageis retrieved.

Keywords- VSS.

I INTRODUCTION

Computerized technologies in authentication systemes
emerging to help security professionals in handlthg

The number of security issues associated with ggciar
passport authentication is vast however securithim field
is concerned mainly on authentication of the citizedata
and systems used in the passport authenticatideh died
also on hiding the confidential images.

In this paper we have used our approach to achieige
security or in other words the scope of our papdniited
to application level concerns such as data intggrit
confidentiality, authentication, and access contrdhis
technique can be implemented in the passport atith&on
for storing and sharing passport number. On eadheagry
airport, scanning of passport is essential prosess won't
need to establish additional hardware capabilitidsw-a-
days, duplication of passport by some terrorisanizations
is the vital issue for many countries. So, this hrodt will
help to stop unauthorized person from entering ittoer
country as his/her shares are not authenticated.

This paper is organized as follows. Section lladtices the
fundamental principles of VSS, based on which oathmd

security of passport data explosion and increaging|s proposed. Section Il shows our proposed metfurd

complex security information. Current and
authentication systems require large amounts ofiinétion
to be collected, stored, processed and managedsebueity
of these information systems and data is importanbrder
to deal with the security in passport authenticafield in
this paper we present a VSS scheme in a better iayal
Cryptography or Visual Secret Sharing is a field
cryptography in which a secret image is encrypt&d in
shares such that stacking a sufficient number @fresh
reveals the secret image. This technique was inted by
the Naor and Shamir in 1994. In VSS the sharesrgtat
contains only black and white pixels which maketat
difficult to gain any information about the sechetage by
viewing only one share.

The secret image is revealed only by stacking cefit
number of shares. There are different visual sesinating
schemes, like n-out-of-n and k-out-of-n, we havedus-
out-of-n VSS scheme. In n-out-of-n scheme n shaittbe
generated from the original image and in order e¢orgpt
the secret image all n shares are needed to Hesdtac
Following n-out-of-n scheme we have taken n valu@.an
this paper we have used 2-out-of-2 VSS scheme in

futureconstructing

of

the simplest 2-out-of-2
modification. The application of our VSS schemetlie
medical field can be viewed in section IV. In sentiV
future work related to our method is mentioned.alin
conclusions are drawn in section VI.

Il. VISUAL SECRET SHARING
VSS is a model in which the decryption of the searage

scheme with

is done by using human visual system without any

computational complexity. In VSS the shares areoXed

onto transparencies and distributed among partitspane
for each participant. No participant knows the stgiven to

another participant. Any t or more participants e#&ually

reveal the secret image by superimposing any
transparencies together. The secret cannot be eecod

any t-1 or fewer participants, even if infinite comtational

power is available to them [1]. In 2-out-of- 2 VS&heme, a
secret image is encrypted into two shares such éhah

share has random binary pattern of pixels. In order
decrypt the image, the two shares need to be dderla

an A, Basic Model

optimized way. Our approach can be used in progidin-,,sider a set X = {1, 2,. .., n}be a set ohdets called

security in the passport authentication field.
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participants. By applying set theory concept weehaX as
the collection of all subsets of X.

Let FTQO2* and F'F O 2* ,where[QNIF =46
andFTQUTIF = 2%

t

members ofl Q are called qualified sets and members of

I'F are called forbidden sets [2]. The palfQ,['F) is
called the access structure of the scheme.
I"Q can be defined as all minimal qualified sets:

FMR={AD0TQ:A0rQ foralldlJA}
FQcan be considered as the closure bQ. Qis
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termed a basis, from which a strong access steictan be
derived [1]. Considering the image, it will consist a
collection of black and white pixels. Each pixepaprs in n
shares, one for each transparency or participaath Ehare
is a collection of m black and white sub-pixelseTdwverall
structure of the scheme can be described by amifMo. of
shares x No. of sub-pixels) Boolean matrix S =][Sihere
Sij = 1 if and only if thej®® subpixel in thei® share is
black. Sij = 0 if and only if thg*"® subpixel in thét" share
is white.

Following the above terminology, letf@Q ,['F) be an
access structures on a sengfarticipants. A (Q,['F ,a
)- VCS with the relative differenc& and set of thresholds

1< k < mis realized using the two n x m basis matri§es
ands? if the following condition holds:
1 1f X ={i1,i2, ip} O IrQ , then the “or’ V of

rows il, i2, ip of S%atisfies H(V) <k —a.m,
whereas, fos? it results thatH (V) = k2. If X = {1, i2,

by restrictingS®andsS? to rows il,i2,
up to a column permutation[2][10].
The first condition is called contrast and the seto
condition is called security. The collections C@aDl are
obtained by permuting the columns of the basis ioesr
S% and S in all possible ways [3][4]. The important
parameters of the scheme are:
1. m, the number of sub pixels in a share. This represhet
loss in resolution from the original image to the®ed one.
The m has to be as small as possible. The m is at@up
using the equation:
m=2""1 (1)
2. a, the relative difference, it determines how wélé t
original image is recognizable. This representsltss in

ip are identical

ip} O I'F , then the two p x m matrices obtained

An original black pixel is converted into two subxgls for
two shares, shown in 1st row. After stacking the shares
we will get a perfect black. Similarly we have athe
combination for two sub-pixels generated shownrid gow.
For original white pixel also we have two sub-psxdbr
each of the two shares, but after stacking theeshae will
not get exact white. We have a combination of blaok
white sub-pixels. This results in the loss of thantcast.
Considering the following Fig. 1, we can gener#ie basis
matrix:

1
Lo NN
BN ©]

EEED

Fig. 1. Basis Matrices Constniction

The basis matrices are given as:

§i= [g ﬂ and S'= [

In general if we have X= {1, 2} as set of number of
participants, then for a creating the basis mairig@ and S1
we have to apply the odd and even cardinality cphoéset
theory. For SO we will consider the even cardigadihd we

will get ESO= {O, {1, 2}} and for S1 we have the odd

cardinality OS1= {{1}, {2}}. In order to encode thélack
and white pixels, we have collection matrices whante

1ol

contrast. Thed to be large as possible. The relativeyjen as:

differenced is calculated using the equation:
a =|nb-nw|/m (2)

Where nb and nw represents the number of blackpsudis
generated from the black and white pixels in thigioal
image.

3.3, the contrast. The valug is to be as large as possible

The contrastf is computed using the equation:

L =a.m (3)

The minimum contrast that is required to ensurd tha
black and white areas will be distinguishableff =1 [5].

B. Generation of shares
In order to generate the shares in the 2-out-afieime we
have the following mechanism:

TABLE 1. PIXEL PATTERN FOR 2-OUT-OF-2 VSS

SCHEME
v | 0[O [CH| B
i | B[N0 B
White O |IDNEKE @6
White O ([[RICA| (N
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CO = {Matrices obtained by performing permutatiam the
columns of

H

|"|.
L

2

w

‘C1= {Matrices obtained by performing permutation tbe

columns of
" o -
2 A
= L I:I-

So finally we have,

0

Co= { 0 :1 and [i ﬂ_}
Ci={ g 6] and lé E] }

Now to share a white pixel, randomly select onethaf
matrices in CO, and to share a black pixel, rangoselect
one of the matrices in C1. The first row of the s matrix
is used for share S1 and the second for share S2.

C. Stacking of shares

FTlﬁiﬂﬁé

Fig 2(a) Original image
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So considering the same 2-out-of-2 VSS in ordéndoease
the relative contrast value, we have used an additi
matrix along with the basis matrices. The additianatrix
is used to share the white pixels in the reconstdisecret
image. The additional matrix can be formed in Wifving
manner:
Let X be the set which is given by

X={i1, i2 ....in} of n elements.

Fig 2{b} Share |

We define an additional matrix £° with order n x m such

that
Fig 2{c) Share 2

AS° = [ASij] where,
ASij=0ifand onlyifl<i <n andj=1, 2.

00 1 I (DY IS
szl ] =[] olwmias=)
The collection matrices will be obtained in theldaling

Fig.2 VSS Scheme manner:
C0 = {Basis Matrix [g

Fig 2(d) Decrypted image

11'; + Additional Matrix [g g! H
Fig. 2 shows the stacking of the shares. Fig 2faws the . ) i & . 2

original image, Fig 2(b) and Fig 2(c) are the share Cl= {Matrices obtalned by performing permutation on
generated from the original image. Fig 2(d) shows t the columns of [U "J}
decrypted image after stacking the two shares. Rhenfig 10

2(d) it can be observed that contrast in the deed/pmage Now the valge On_ will be equal to 3/4. This result _shows

is less. In order to improve the contrast an anmlgs the that the relative c_hff_erence of prqposed methocbestter

relative contrast value is required. compare to the existing one. Algorithm : Creatiérsbares
for 2 out of 2 Scheme (Box 1)

lIl. PROPOSED METHOD Step 1: Create two matrices SO and S1 for

Based on the analysis on the relative contrast awe hhe
following observation:

white and black pixels.

Step2: Initialize two variables WHITEPIXEL
TABLE 2. RELATIVE CONTRAST VALUES

and BLACKPIXEL:
Shares Sub Pixels Relative Contrast
n m=2""1 Contrast(a) | B=am Step 3:
2 2 0.50 ] fori=1to rows
3 4 0.25 ] .
2 8 0123 I for j =1 to columns
5 16 0.0625 1 fork=01to 3
6 32 0.03125 1
From the table Il we can see that the relative reshtvalue itimg (i; ))==WHITEPIXEL
decreases as the number of sub pixel increases. 1 set Sharel (i; j + K)=WHITEPIXEL
following Fig. 3 depicts the same.
12 set Share2 (i; j + K)=WHITEPIXEL
5 | - else
508 set Sharel (i; j + k)=BLACKPIXEL
£
Y06 set Share2 (i; j + k)=BLACKPIXEL
3
204 end if
U
%02 end for
0 end for
12345678 9510111213141516 end for
Fig 3 Relative contrast Vs. Number of sub pixels Algorithm : Stacking the Shares for 2 out of 2 SukgBox

Fig. 3 )
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Stack()
begin
fori=1to rows
for j = 1 to columns
fork=0to 3
if Sharel (i; j + k)l==BLACKPIXEL
set Outlmg (i; j + K©=WHITEPIXEL
else
set Outlmg (i; j + K)=BLACKPIXEL
end if
end for
end for
end for
end

sdaf

Algorithm : Calculate Correlation

Coefficient (Box Il1)

Corr- Coeff()

[linput: The original image X and the resulting geal
Y.

//Output: The Correlation Coef_cient between X &ng

begin
Intialize SumX =0, SumY =0, SumSgX = 0,
SumSqY = 0and SumXY =0
fori=1torows
for j = 1 to columns
set SumX = SumX + X (i; j)
set SumY =SumY +Y (i; j)
set SumSgX = SumSgX + X (i; j)2
set SumSqY = SumSqY + Y (i; j)2
set SumXY = SumXY + X (i;J) _ Y (i; )
end for
end for
AvgX = SumX=(rows _ cols)
AvgY = SumY=(rows _ cols)
EXY = SumXY=(rows _ cols)
StdX = sqrt(SumSgX=(row _ cols)AvgX2)
StdY = sqrt(SumSqY=(row _ cols)AvgY 2)
Corr = (EXY AvgX _ AvgY )=(StdX _ StdY )

end

Algorithm in Box | is to create shares for a giv&gnature
image. Initial matrices SO and S1 are created foitenand
black pixels. Depending on the value of any pixel i
thei"row of image, four pixels in that row are set asthe
matrices for both the shares. Now, these two shzaesot
individually be used to get the secret image.

Algorithm Stack() in Box Il is to overlap two sharéo get
the secret image. Box Ill reveals the calculatidnKarl
Pearson’s Correlation Coefficient between the ogbi
image and the resulting secret image.

IV. AUTHENTICATION TESTING

After obtaining the passport number, it is tested the
authenticity. If the shares of different passparnnbers are
stacked, an absurd image is obtained. A possiliemat
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made to cheat the security may thus be overrulbdreTis a
possibility of producing a share which will resultsome
number format, but not the actual number. Suchtemat

is overruled by comparing the decrypted number \iligh
original number. This algorithm uses the correlatio
technique for checking the authenticity. Correlatic a
method of identifying the degree of relationshipween
two sets of values. Karl Pearson’s correlation ficeht
reveals the dependency or independency between the
variables. IfX andY are two arrays, then the Karl Pearson’s
correlation coefficient betweeX andY is computed using
the formula

E(XY)— pxpy

Xy

PXY

Here,E is theexpected value operator, uX, uY andX, Y
are means and standard deviationX@ndY respectively.
The value of correlation coefficient PXY may rarfgem -1
to +1. If the value of correlation coefficient i4,-the
variablesX andY are inversely related. If the value is 0, then
the variables are independent and if the value then the
variables are completely (or positively or diregthelated.
Thus, the high degree of positive correlation inths that
the values of variables are very much close to esdbbr.
So, if the correlation coefficient between the ovéd image
and the output image is nearer to +1, authenticiy be
granted. If the correlation coefficient is nearerzero, one
can decide that the share produced by passportiisifake
and can be rejected.

V. APPLICATION

VSS can be mainly applied to Passport Authentioatio
System and security issues associated with othstersy
First considering the Passport Authentication Sysia this
exchange of private data among offices is a vermmon
practice. The impetus is to have the completsgral
information of a passport holder available in ooasistent
application rather than over several informatiostegns. It
saves storage space in Passport Service Center) (PSC
information system. The confidentiality of the pamd is
very critical and thus it is essential to efficignhide the
data during transmission.

VSS can be used for this purpose. The sensitivarimdtion
like address, contact no of a V.I.P. person caputénto the
Passport Authentication System database senviercértain
circumstances that information is required to bareth with
some other authority, then in that case two shasssbe
generated for the password of that passport nunitah
shares need to be sent to the referred authoritjff@rent

.ways like by sending two shares in two differentaéds The

authority will get to know about the password bgcking
the two shares received through different mailswNsing
that password authority can access the passpodrdrec
present in the database of the Passport Authebpticat
System who has sent the password.

The advantage of the above approach is that ihamder
gets an access to any one communication chanresl, hb
will receive only one share from which no infornaati
regarding the password can be generated and whateve
the personal data, they are safe in the Passport
Authentication database until the password is moiwk to
the intruder. The same approach is also applicable
evaluate the issues of security threats and vubilgias that
effect security of data.
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VI. CONCLUSION

In this paper we explained, VSS with its applicatia the
passport authentication field. In addition, an ioymd
method for generating shares is proposed and prosieg)
examples. The proposed method increases the nuaiber
white pixels and thus the contrast of the decryptedge.
We can apply this concept in maintaining the ségland
privacy of passport information and will avoid tligke
intruders from getting entered into country withdegal
documents.

REFERENCES

[1] M. Naor and A. Shamir, "Visual CryptographyAdvances in
Cryptography-EUROCRYPT'94, Lecture Notes in Comp8i&ence
950, 1995, pp. 1-12.

[2] A. Shamir, "How to Share a Secret,” CommurnimatACM, vol.
22,1979, pp. 612-613.

[3] G. R. Blakley, "Safeguarding Cryptographic K¢yProceedings of
AFIPS Conference, vol. 48, 1970, pp. 313-317.

[4] A. Menezes, P. Van Oorschot and S. Vanstortéantbook of
Applied Cryptography,” CRC Press, Boca Raton, R97L

[5] B. Borchert, "Segment Based Visual CryptognaphWsSl Press,
Germany, 2007.

[6] W-Q Yan, D. Jin and M. S. Kanakanahalli, "V&\Cryptography for
Print and Scan Applications,” IEEE TransactionsAS-2004, pp.
572-575.

[7] T. Monoth and A. P. Babu, "Recursive Visual yptography
UsingRandom Basis Column Pixel Expansion,” in Pediegs of
IEEE International Conference on Information Tedbgp, 2007,
pp. 41-43.

[8] H.J. Kim, V. Sachnev, S. J. Choi and S. Xiaign Innocuous
Visual Cryptography Scheme,” in Proceedings of |EHE
International Workshop on Image Analysis for Mulkidia
Interactive Services, 2007.

[91 C. Blundo and A. De Santis, "On the contrast Visual
Cryptography Schemes,” in Journal on Cryptograpby, 12, 1999,
pp. 261-289.

[10] P. A. Eisen and D. R. Stinson, "Threshold0AkCryptography with
specified Whiteness Levels of Reconstructed Pikel¥esigns,
Codes, Cryptography, vol. 25, no. 1, 2002, pp. 15-6

[11] E. R. Verheul and H. C. A. Van Tilborg, "Consitions and
Properties of k out of n Visual Secret Sharing Su&” Designs,
Codes, Cryptography, vol. 11, no. 2, 1997, pp. 196-

[12] H. Yan, Z. Gan and K. Chen, "A Cheater Detbt® Visual
Cryptography Scheme,” Journal of Shanghai Jiaotongersity,
vol. 38, no. 1, 2004.

[13] G. B. Horng, T. G. Chen and D. S. Tsai, "Civea in Visual
Cryptography,” Designs, Codes, Cryptography, v8l.r&. 2, 2006,

1)  Jagtap Nilesh Ravindlp .E.(Information Technology)D. Y. Patil
Institute of Engineering & Technology , Ambi , Pudd0506
+918237706275

2)  Jadhav Sagar SuryakantB.E.(Information Technology]DY. Patil
Institute of Engineering & Technology , Ambi , Pu#iH0506
Sagar.jadhav417@gmail.com
+918655478198

3) Salunkhe Pritamsing JyotisingB.E.(Information Tealogy)Dr. D.
Y. Patil Institute of Engineering & Technology , An, Pune
41050@ritamsalunkhe4 @gmail.car@819890640560

4)  Wagh Milind Kailas B.E.(Information Technology)OD. Y. Patil
Institute of Engineering & Technology , Ambi , Pune
41050ilindwagh23@gmail.co919503141387

64




