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Abstract—Audio Watermarking is the process of embedding
information into asignal in away that isdifficult to remove. If the
signal is copied, then the information is also carried in the copy.
Audio Watermarking has become increasingly important to
enable copyright protection and ownership verification. This
paper investigates the use of wavelet transform for denoising
audio signals contaminated with noises.

Index Terms— Wavelet transform, watermarking, attacks,
de-noising.

[. INTRODUCTION

With the proliferation of digital media such as mea, audio,
and video, robust digital watermarking and datainigd
techniques are needed for copyright protectiony camtrol,

annotation, and authentication. Based on the fat rioise
and distortion are the main factors that limit tapacity of
data transmission in telecommunications and they #iso
affect the accuracy of the results in the signahsneement

Recent developments in audio watermarking techsidjage
gone some way towards promoting an industry-wide
acceptance of digital audio watermarking as a E®dbat
will eventually be used in all audio (and videopgbuction.
The predominant focus of such watermarking resehssh
been in the area of content protection, becausprthention
of illegal copying is an area of concern for comtewners.
Audio watermarking is the application on audio sigh a
rather new field. Compared with images and videsgiting
imperceptible, robust and secure watermark(s) digital
audio files presents special challenge. Since asiditals are
represented by much less samples per time inteheatoom
for embedding is limited [3]. Moreover, the humardigory
system (HAS) is much more sensitive than the huwvisural
system (HVS), which means that inaudibility for suds
more difficult to achieve than invisibility for ingas [4].
Therefore, the advance of audio watermarking iwatdhan

systems, whereas, modeling and removing noise aH#t of image or video watermarking. Specifically,r

distortions are at the core of theoretical and trac
considerations in communications and signal praegss
Another important issue here is that, noise redacand
distortion removal are major problems in applicasisuch as;
cellular mobile communication, speech recognitionage
processing, medical signal processing, radar, samat any
other application where the desired signals cabedsolated
from noise and distortion[1]. The use of waveletshie field
of de-noising audio signals is relatively new, tige of this
technique has been increasing over the past 26.y@ae way

research is focused on embedding imperceptiblajstodnd
secure watermarks for copyright protection. Différérom
cryptology for data security, watermarking techmisjao not
encrypt the host information to restrict the ac¢esgpproach,
but embed one or more watermarks with separatedgifip
meanings into the host carrier [5]. These watermate
permanent signs, hard to clear up without degradivey
quality of the host media. When proprietorial digsuhappen,
the watermark(s) could be extracted as reliableofigrdor
assuring the authorship [6].

to think about wavelets matches the way how ourseye

perceive the world when they are faced to diffecisitances.
In the real world, a forest can be seen from maiffgrdnt

perspectives; they are, in fact, different scallesesolution.

From the window of an airplane, for instance, thre$t cover
appears as a solid green roof. From the windowazrathe
green roof gets transformed into individual tremsd if we

leave the car and approach to the forest, we catugily see
details such as the trees branches and leave=s kad a
magnifying glass, we could see a dew drop on fhefta leaf.

Audio watermarking techniques are still being deped, due
to many applications, copyright protection, voicessages
authentication, annotation of audio files, etc. [2]
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Il.  WATERMARKING DESIGN GOALS

Audio watermarking systems are design to meet thosds:
maximizing the difficulty of removing the watermankthout
destroying the audio, minimizing the perceptuatetfiof the
watermark, and maximizing the information which dam
encoded per second of original audio. Designingstes that
optimizes all of these goals is difficult because,the most
part, each of the goals work against the otherbadt been
claimed that phase coding is one of the most éffect
techniques in terms of SNR. Watermark should be ralbust
against resampling of the audio signal [7]. Wateking is a
technique through which the secure information asried
without degrading the quality of the original sign@ahe
technique consists of two blocks:

(i) Embedding block

(i) Extraction block
The embedded object is known as watermark, thermaté

Abdelkader Chabchouh Asst. Prof., in the Electronic Engineering €mbedding medium is termed as the original signaower

Department, College of Technology, Meadinah, KSA.
Salah Alahmadi, Asst. Prof.,, Faculty of Engineering -
Engineering Department, Islamic University in Maatin KSA.
Adnen Cherif, Professor, Faculty of Science Tunis FST - Eleatri
Engineering Department, School of Communicatiobisjversity of Tunis
El Manar Tunisia.

Electrical

object and the modified object is termed as embe:damal
or watermarked data [8]. The embedding block, shawn
Figure 1consists of watermark, original signal @over
object), and watermarking key as the inputs (ceedhe
embedded signal or watermarked data) [8]. Whertaes,
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inputs for the extraction block is embedded objket; and

extracting all the watermarks that were embeddetire file

sometimes watermark as illustrated in Figure [8heT [13].
watermarking technique that does not use the wait'm 5 Broadcast monitoring:

during extraction process is termed as ,blind wateking:*
Blind watermarking is superior over other waternvagk
involving watermark for extraction as watermarkigphal and
key are sufficient to find the embedded secretrmédion [9].

Watermark

y

Original
s Embedding Procedure |

E— Embeddad Sipnal

Watermarking
key

Figure 1. Digital watermarking embedding

Witermark
Watermarked ____ y| Extracting Procedure Extracted
Data : Watermark
Watermarking
key

Figure 2. Digital watermarking extraction

Ill.  APPLICATIONS OF WATERMARKING

A. Ownership protection and proof of ownership:
In  ownership protection application,

embedded information is robust and secure agattestks
and can be demonstrated in a case of dispute oérship.
There can be the situations where some other pemnsdifies
the embedded watermark and claims that it is his davsuch
cases the actual owner can use the watermark o gi®
actual proof of ownership [10] [11] [12].

B. Authentication and tampering detection:

In this application additional secondary informatias

embedded in the host signal and can be used tdk é¢hte

host signal is tampered. This situation is impdrtacause it
is necessary to know about the tampering causttmedia
signal. The tampering is sometime a cause of fgrginthe

watermark which has to be avoided [10] [11] [12].

C. Finger printing:

Additional data embedded by a watermark
fingerprinting applications are used to trace thgiwator or

recipients of a particular copy of a multimedi&fiThe usage

of an audio file can be recorded by a fingerpriptaystem.
When a file is accessed by a user, a watermarkaled
fingerprint in this case, is embedded into thetfiles creating
a mark on the audio. The usage history can be drage

the watermar
embedded contains a unique proof of ownership. Th(?1

in th

Watermarking is used in code identification infotioa for

an active broadcast monitoring. No separate bratdca
channel is required as the data is embedded ihasesignal
itself which is one of the main advantages of #&hhique
[12].

E. Copy control and access control:

A watermark detector is usually integrated in aording or

playback system, like in the DVD copy control aigfun [14]
or during the development of Secure Digital Musittiative
(SDMI) [13]. The copy control and access controligyo
detects the watermark and it enforces the operatibn
particular hardware or software in the recordings&].

F. Medical applications:

Watermarking can be used to write the unique nafrteeo
patient on the X-ray reports or MRI scan reporthisT
application is important because it is highly adbie to have
the patients name entered on reports, and reduoes t
misplacements of reports which are very importamtndy
treatment [12].

G. Airlinetraffic monitoring:

Watermarking is used in air traffic monitoring. Tipdot
communicates with a ground monitoring system thhoug
voice at a particular frequency. However, it candasily
trapped and attacked, and is one of the causesisgd m
communication. To avoid such problems, the fligitiber is
embedded into the voice communication between itherngl
operator and the flight pilot. As the flight numbere unique
the tracking of flights will become more secure aady [15].

IV. REQUIREMENTS OF THE EFFICIENT WATERMARK
TECHNIQUE

ccording to IFPI (International Federation of the
honographic Industry) [12], audio watermarkingoaitnms
should meet certain requirements. The most sigmific
requirements are perceptibility, reliability, cajtac and
speed performance [16].
A. Perceptibility:
One of the important features of the watermarkaahhique
is that the watermarked signal should not losetladity of the
original signal. The signal to noise ratio (SNR) thie
watermarked signal to theoriginal signal shouldrazéntained
greater than 20dB [12]. In addition, the technicmuld
make the modified signal not perceivable by hunam e
B. Reliability:
Reliability covers the features like the robustrafahe signal
against the malicious attacks and signal processuimiques.
The watermark should be made in a way that theyigeo
high robustness against attacks. In addition, theemnark
etection rate should be high under any typestatks in the
situations of proving ownership. Some of the othgacks
summarized by Secure Digital Music Initiative (SDMéan
online forum for digital music copyright protectiomare
digital-to-analog and analog-to-digital conversionmmise
addition, band-pass filtering, time-scale modificat echo
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addition, and sample rate conversion [17]. imperceptibility and robustness characteristics thie
proposed audio watermarking method. The compromises
between audibility of watermarking artifacts andbustness
requirements have been discussed in several pg$era0].

In the experiments we used audio signal sampleti 4100

kHz rate. These signals are segmented into 11.5anges,
which are weighted with a hamming window, with 50%

overlap between segments.
A. Embedding

The basic idea of the embedding method on timeufaqy.
In particulars, for every segment to be watermarkbe
rresponding inaudible watermark signal is comséd in
quency domain and added to the host after toamsfig
back to time domain.

C. Capacity:

The efficient watermarking technique should be ablearry
more information but should not degrade the qualitghe
audio signal. It is also important to know if thatermark is
completely distributed over the host signal becauisés
possible that near the extraction process a pdheasignal is
only available. Hence, capacity is also a primamgaern in
the real time situations [12].

D. Speed:

Speed of embedding is one of the criteria for affit c
watermarking technique. The speed of embedding ﬁfa
watermark is important in real time applicationsen the
embedding is done on continuous signals such agchpof
an official or conversation between airplane péotl ground
control staff. Some of the possible applicationgmelspeed is
a constraint are audio streaming and airline traffonitoring. , : _ , :
Both embedding and extraction process need to lue ma T Z0m 300 o0 o0 6a0  Tion Eam
fast as possible with greater efficiency [12].

Host zignal

V. PROBLEMS AND ATTACKS ON AUDIO WATERMARKING

There is a trade-off between these two requireméantsever, o
by testing the algorithm with the signal processittgcks that
gap can be made minimal. Every application hasgegific
requirements, and provides an option to choose hi
robustness compensating with the quality of thaaligBy
performing perceptibility and robustness evaluation each Figure 3. Embedding Audio watermark

basic scheme, we find out their merits and demesfts once the watermark is inserted, we make tests daaany
withstanding some typical attacks. Itis usefulfceparing o adible distortion. If the quality of the host sigis modified
develop an extra robust audio watermarking systém fafter the dissimulation of the signature this hagxplanation

1 1 1 1 1
2000 4000 5000 8000 7000

Audio watermarked

] 1000 2000 3000 4000 5000 8000 7000 2100

copyright protection.
A. Dynamics:

The amplitude modification and attenuation provithe
dynamics of the attacks. Limiting,
compressions are some sort of more complicatedcapiphs
which are the non-linear modifications. Some okthéypes
of attacks are re-quantization [18].

B. Filtering:
Filtering is common practice, which is used to afppbr

attenuate some part of the signal. The basic I®s pad high
pass filters can be used to achieve these typatauks.

C. Noise

It is common practice to notice the presence ofadn a
signal when transmitted. Hence, watermarking algori
should make the technique robust against the adiaeks. It
is recommended to check the algorithm for this typroise
by adding the host signal by an additive white Gaursnoise
(AWGN) to check its robustness.

D. Time stretch and pitch shift:

These attacks change either the length of the Isigitfzout
changing
de-synchronization attacks which are quite commoihe
data transmission.

VI. EXPERIMENTAL RESULTS
We performed extensive experiments in order to ttest

expansmn an

its pitch and vice versa. These are son

that the watermark is not well inserted. In ourecdle results
are perfected and distorted them are non-exidtaug,we are
going to move on to the next stage which is theudisnces

{net at the level of the channel.

B. Attacks

At the level of the channel, the watermarked sigcah
undergo damages (can be masked by the noise ciiéimael).
For that reason and if our system is strong, theatien of the
inserted mark (brand) will be completed. Indeedjirg to
insert our signature, we are going to add to weaeked
signal a Gaussian white noise to SNR "signal teaoate"
variable. From point of view implementation, we mak
generate a random (unpredictable) noise of whielSiKR is
equal in 6db.

ngl
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Figure 4. Audio watermark with noise
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C. Extraction

Really the audio watermarked signal can have dianges at
the level of the channel.

Desired =ignal
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Detected signal with noise
T T T T
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2000
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i OO0

Figure 5. Denoising audio watermarked

At the level of detection, we can conclude thatenaiarked
signal and the signal detected later denoisingidenatical,
thus the detection is completed. It is verifiedtttiee WT
technique is robust for most of the attacks.

VILI.

The proposed digital watermarking method for aiwgigmals
is based on a WT technique. The method retains
perceptual quality of the audio signal, while beiagistant to
diverse removal attacks. The digital watermarksgpbust to
malicious attacks, it is hard to detect and rembyean
unauthorized person. It must be noted, that itsistiess is
confirmed on a rather small number of signal andhér
testing should be effectuated. Our watermarkingesysis
imperceptible and resists attacks

CONCLUSION

ACKNOWLEDGMENTS

| would like to express my gratitude and appreoiatio all
those who gave me the possibility to complete plaiper. |
would also like to acknowledge with much appreoiatihe
crucial role of my parents.

REFERENCES

[1] Abbate A, Decusatis C. M, Das P. K. “Wavelets amdbbands:
fundamentals and applications,” ISBN 0-8176-4136B¥khauser,
Boston, USA,2002.

Przemystaw Dymarski and Robert Markiewicz Robustdidu
Watermarks in Frequency Domain ‘journal of telecamivations and
information technology,2014,2,pp 12-21.

F. Hartung, M. Kutter, “Multimedia Watermarking Teudques”, in
Proceedings of the IEEE, vol. 87, no.7, pp. 107671 Dul. 1999.
C.S. Xu, D.D. F, “Robust and Efficient Content-bd$igital Audio
Watermarking”, Multimedia Systems,vol. 8, pp. 353832002.

W. Bender, D. Gruhl, N. Morimoto, and A. Lu, “Tedboes for Data
Hiding,” IBM Systems Journal, vol.35, no. 3&4, §13-336, 1996.
Editors: B. Furht, D. Kirovski, Multimedia Watermaly Techniques
and Applications, Auerbach Publications, Boca Rakda., 2006.

S. Xiang, “Audio watermarking robust against D/A dam\/D
conversions”,EURASIP J. Adv. Signal Proces., volL23, 2011.

M. Navneet Kumar, “Watermarking Using Decimal Setpes,” M.S.
thesis, Louisiana State University, Baton Rouge, USA, 2004.

V. K. Bhat, I. Sengupta, and A. Das, “Audio Waterkiag Based on
Quantization in Wavelet Domain,” ICISS 2008, LNC363, pp. 235
-242, 2008.

(2]

(3]
(4]
(5]
(6]
(71
(8]
9]

[10] S. Katzenbeisser, and F.A.P. Petitcolas, Informétiding techniques
for steganography and digital watermarking, Artelduse Publishers,
2000.

C. Nedeljko , “Algorithms For Audio Watermarking #n
Steganography”, Academic Dissertation, UniversityOalu, public
discussion in Kuusamonsali (Auditorium YB210), Lémmaa,
Finland, 2004.

Katzenbeisser, and F. A. P. Petitcolas, Informatiating Techniques
for Steganography and Digital Watermarking, Artedbuse, Inc.
2000.

S.A. Craver, B. Liu, and M. Wu, “What can we reaslolly expect from
watermarks? Applications of Signal Processing todiduand
Acoustics.” [IEEE Workshop on 10/21/2001 -10/24/2Q84. 223-226,
2001.

J. Bloom, I. Cox, T. Kalker, J. Linnartz, M. Milleand C. Traw. “Copy
protection for DVD video,” Proceedings of the IEBB, 7, Issue 87,
pp. 1267- 1276, 1999.

K. Hofbauer, and H. Hering, “Noise Robust Speechtéifaarking
with Bit Synchronisation for the Aeronautical RadieNCS 4567,
Springger-Verlag Berlin Heidelberg, pp. 252-266020

F.A.P Petitcolas. “Watermarking schemes evaludtitd®EE Signal
Processing Magazine [Online], Volume 17, Issueb58-64, 2000.
SDMI. Call for Proposals for Phase Il Screeninghrestogy Version
1.0, 2000. [Online]. Available:
http://www.sdmi.org/download/FRWG00033102-AMD1.htm
[Accessed July 15. 2010].

V. K. Bhat, I. Sengupta, and A. Das, “Audio Waterkiag Based on
Quantization in Wavelet Domain,” ICISS 2008, LNC363, pp. 235
-242, 2008.

X. Wang, and H. Zhao, “A Blind Audio Watermarkinglbust Against
Synchronization Attacks,” CIS 2005, Part Il, LNA®2, pp. 617-622,
2005.

E. Zwicker, and H. Fastl , Psychoacoustics. Sprindglag, Berlin,
Germany, 1999.

[11]

[12]

[13]

[14]
[15]

[16]

[17]

(18]
[19]

[20]

teahid Barkouti is currently working as a Assistant Professor lie t
Electronic Engineering Department, college of tetbgy Meadinah KSA,
Researcher at Laboratory Innov'COM @ Sup'Com , @&chof
Communications, University of Tunis El Manar Tuais

Abdelkader Chabchoubis currently working as a Assistant Professohi t
Electronic Engineering Department, college of tetbgy Meadinah KSA,
Researcher at Laboratory Innov'COM @ Sup'Com , @&chof
Communications, University of Tunis El Manar Tuais

Salah Alahmadiis currently working as a Assistant Professor Fgaof
Engineering - Electrical Engineering Departmentantsc University in
Madinah KSA.

Adnen Cherif is currently working as a full Professor FaculfySzience
Tunis FST - Electrical Engineering Department, HeddJnit Search at
Laboratory Innov'COM @ Sup'Com, School of Commutidzes, University
of Tunis El Manar Tunisia

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication Pvt. Ltd.




