International Journal of Emerging Science and Engieering (IJESE)

ISSN: 2319-6378, Volume-4 Issue-2, December 2015

Jurisdiction: An Issue in E-Commerce
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Abstract: Enormous flexibility of the Internet has nue possible
what is popularly called “e-commerce” which has mad®oads
in the traditional methods of business managementll the
facets of the business transaction with which we aecustomed
in physical environment can be now executed over theernet
including, on-line advertising, on-line ordering, yblishing,
banking, investment, auction, and professional sess. In
discussing these aspects of the internet’s roleigtidction can be
drawn between three forms of transaction. In the firsategory,
as epitomized by the on-line sale of books, Intdrheisinesses
allow contracts of sale to be entered into electraily, with the
goods involved being delivered using traditional chanisms.
Internet facilitating e-commerce has besides, greatvantages;
posed many threats because of its being what is ey called
“faceless and borderless”. For instance, sending &-mail
message (offer here) does not require disclosurethia identity
any more, e-mail message being like an open postiazan be
intercepted at any place on line, modified, altdrechanged and
been made to appear to have come from a personratien the
actual sender and what is worst, recipient cannotet#tit. Thus,
securing issues like Authentication, Confidentialityintegrity,
and Non-repudiation etc have been answered. In orde
elucidate the security concern, a separate chajitas been made
in this work to discuss the same.
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. INTRODUCTION

Since the Internet connects computers all overvibdd,
any business that engages in electronic commestanithy
becomes an international business. The foremodbrfac
concerning any legal dispute is regarding the glicigon of
the case in question. Before the dispute can fdyrbal tried
in a court of law, if becomes incumbent to deteertime law
that will be applied and the place where it shafl b
adjudicated. However in the context of the Interrets
difficult to establish with any certainty and noeat
guidelines are present as to how these are to teendaed.

The Common law principles relating to Jurisdictianme not
readily adaptable to transactions in cyberspaces €h
commerce applications of internet are limitless &hd
Jurisdictional issues spawned by it are many déeers
However, it is not the end, once e-commerce apjmics of
Internet are unfolded to its potential, Jurisdictib issues
likely to emerge may not be forcible at presentisIguite
possible that the supplier and customer may bairggin
two different countries or continents and the wéb &
located in the third country or continent. The dioes
which are likely to arise are: which court hast the
Jurisdiction in case of dispute? Whether the laWshe
country in which customer resides or the laws ef¢huntry
in which supplier resides, apply? How to enforceginent?

[I. POSITION IN INDIA

Due to the near unanimity of the laws applicabteughout
India, the only question most likely to arise a¢ thational
level is the question of Jurisdiction of the courts
Jurisdictional issues in India re determined eithgrthe
place of residence or place of business test osecad a
action test. The first test is an objective one aady to
determine. It is unlikely to pose any serious isfuee-
commerce disputes. The cause of action test ibpcive
test and is most likely to be debated in e-commea=es.
Can access to web site give rise to the causetiminaand
consequent Jurisdiction to the court within thealdimits of
whose Jurisdiction web sit has been accessed? alse ©f
action means every fact that it would be neceskaryhe
plaintiff to prove, if traversed, in order to suppbis right to
the Judgment of the court. It does not include yypézce of
evidence, which is necessary to prove each fadtebery
fact, which is necessary to be proved. Even amitefimal
fraction of a cause of action will be part of theuse of
action and will confer Jurisdiction on the courttvim the

A number of commentators have voiced the notiort th‘?‘erritorial limits of which that little occurs. Has been made

cyberspace should be treated as a separate jtiosdic
However in practice, this view has not been sumubtiy
the courts or addressed by lawmakers. The Interaetbe
seen as multi-jurisdictional because of the casetwa user
can access a web site anywhere in the world. Itevam be
viewed as a jurisdictional in the sense that frowa tiser’s

abundantly clear by the Judicial gloss that thenftion of
the contract is a part of the cause of action ahdrevsuit is
for damages for breach of the contract, it camfiany place
where the contract was made, notwithstanding tieptace
where the contract was to be performed and theepldere

_the breach alleged in the plaint occurred, are lootiside

perspective state and national borders are eSEk’mt'a'such Jurisdiction. The place where a contract ixlemed

transparent. Thus, cyberspace transactions knomational
or international boundaries and are not analogouthriee

dimensional worlds in which common law principles

developed. Web access is possible from any parthef
globe and parties may not be aware about the Jticats
which their transactions may traverse.
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will be either the place where acceptance is posteshere
acceptance is received depending upon the medium of
communication used. However, as already discussedse

of electronic communications used for executingtamts,
place of business or place of residence, as the may be,
will be deemed as a place of contract formation,
notwithstanding that the contract may actually bectuded

at a different place. After the initial disagreemerpressed
by the courts regarding the offer forming partle# tause of
action, the controversy has been now set at resthby
Indian Supreme Court iA.B. C. Laminant Pvt., Ltd., v. A.
P. Agencies, Salenwhere in it was laid down that making
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of an offer on a particular place does not formseaof

expressions are quite distinct to from each other @ane of

action in a suit for damages for breach of contracthe distinctions is the physical involvement of therson

Ordinarily, acceptance of an offer and its intiroatito the
offer or results in a contract and hence a suithmfiled at
the place where the contract should have beennoestb or
its performance completed. If the contract is tgpbdormed
a place where it is made, the suit on the contisatd be

concerned. Thus the person who is not carryingusiness
in India personally but through an agent or anyepth
instrumentality may be considered as carrying osirtass
for the purposes of section 20. The issues ofdiai®n are
more intriguing at the international level wherd paly the

filed there and nowhere else. Answering to the assuWurisdiction of the court but also the applicakdev Iwill

whether an access to web site can give rise touaecaf
action can be found on the basis of above discus3ibere
is near consensus to regard information availalvlethe
Internet as an invitation to treat unless contraatgntion
may be inferred. The courts, as stated above, tagkned
to consider offers as a part of the cause of actiontation
to treat is much less in degree than the offenffér does
not give rise to the cause of action, the questfdnvitation
to treat forming part of the cause of action does arise.

have to be determined. The problem becomes congpdica
because of the diversity of the laws. For
comparative advertising is prohibited in Germany it in
America or India. Similarly advertising aimed aildten is
forbidden in Scandinavian countries but not in édihus it
is quite possible that any business activity exetubver
web site may be perfectly legal in one country imaty not
be so in another. This is no more hypothetical dsdn
America, where states have their own laws, New YStkte

instance

Thus whether information on web site is construgffer
or invitation to treat, mere access to web sitenoamgive
rise to the cause of action. However, it should

Supreme Court in New York v. World Interactive Gami
Corp ruled that the internet gambling web site based in
bAntigua violated state and federal anti-gaming lameen
differentiated from a situation where informatidself gives they accepted bets from gamblers in New York. Itswa
rise to the cause of action. For instance, in cddalse or immaterial that gambling via Internet is legal imtiyue.
misleading advertisement under the Consumer Piotect Businesses may also face legal action, not in tbhain
Act, 1986 or defamation under law of torts. As nmméd country but in another country where its web sias been
already, the transaction of business over Intempbssible accessed. IR. v. Weddoithe defendant was found to have
beyond the national borders. Can a person domidited violated UK’'s Obscene Publication Act by supplying
India file a suit against a non-resident foreigoerthe basis pornographic material for sale in UK through vasoueb

of a cause of action which arises within India aah a sites, although the web sites, on which obscenenabtvas
person domiciled in India file a suit against asmof action loaded, were based in California. The court rudce the
that arises outside India? As regards the firsstioles, the absence material could be accessed or down load#uki
Allahabad High Court has iGaekwar Baroda State Rly v. UK, its publication was deemed to have taken piacthe
Habibullah, made it clear that the language of section 20 &JK notwithstanding that it was hosted on a web sitside
the Civil Procedure Code is wide and flexible erfougy the UK.
cover the cases of nonresident foreigners whossecafi

action arose within India and there is nothing Wwhinakes

an exception as regards them. However, the couttar®d |, America, the out of state defendant can be Hrbugthin
that the sanctity of the decision in a foreign doyishould the Jurisdictions of the forum state only when ks tertain
not be confused with the actual legal position. Theninimum contacts” within that state such that the
apprehension of the court regarding the enforcemetite  majintenance of the suit does not offend traditiorations
decision in another country proved trueBachchan v. India 4 f4ir play and substantial Justice. Jurisdictioas been
Abroad Publicationsncorporated where an Indian Nationals|assified as general Jurisdiction and specifidsdistion
got a favorable Judgment in the United Kingdom éndld  yepending upon the defendant’s contact with therforThe
not get Judgment enforced in New York. The Coutt he general Jurisdiction can be invoked even when thsse of
that the United Kingdom law applicable to the caseot in  action arises outside the forum state but the diefenhas
harmony with United States law and therefore theistltn  continuous and systematic contacts with the foruates
cannot be recognized as enforceable in the UnitateS The specific Jurisdiction requires that the disputest arise
This issue of enforcement of the court decision gyt of defendant's contacts with the forum and d&n
jurisdiction other than that where the decision wagyoked even where defendant minimum contacts. &hes
pronounced is likely to be faced by the courts degly in e were further refined by holding that the forstate can
e-commerce disputes. The second issue was raidetebe gyercise Jurisdiction over a corporation that dekv

the Privy Council inAnnamelli v. Murugesabut was left yroducts in to the stream of commerce with the etgi®n
undecided. This issue has become much importantth@w ihat they will be purchased in the forum state bee it is

it was before the birth of Multinational Corporat®and the ghown that the defendant purposefully availed tiedves of
present economic liberalization undertaken by th@e penefits of the forum state. The above rulseth@n the
Government of India. The solution to this probleemde 55e |aw have been invoked by the American Cowrts t
]fOU”(?' by giving W'd"e interpretation to the expressi gecided jurisdictional issues relating to e-comraecases.
carries on business” used n section 20 of theilCivrne california District Court iMC Donough v. Fallon MC
Procedure Code 1908 so as to “carries include tﬂmy”ness _Elligot Inc refused to exercise Jurisdiction simply on the
carried on Dby himself or through an agent’. Thig)asis of existence of a web site. However, the Fexart in
interpretation is supported by the fact that theression Njeczkowshi v. Masco Comxercised Jurisdiction where, in
carries on l?‘usmess has been used in ?ddmorthm addition to the web site, it was shown that theede&int had
expression “personally works for gain”. The twWOgther contacts with the state. The America cougeehfor

lll. POSITION IN USA
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the purposes of the Jurisdiction classified welessiinto liking but where opposite party is a consumer, then
three categories: (1) active web sites, (2) interacweb addition to the law of a chosen state, the consumer
sites; and (3) passive web sites. protection rules of the consumer’'s country of haddit

1. Active web sites facilitate establishing of contractualresidence will apply.
relationships and acts as a “Window Shop” for tefeddant
to do actual business on the Internet. Courts lexeecised V. ALTERNATIVES AVAILABLE IN
personal Jurisdiction where a defendant was founde JURISDICTIONAL ISSUES

operating an active web site on the ground that hgne issues of Jurisdiction, applicable law and eeiment
purposefully availed the Jurisdiction of the forstate as he of the Judgments are not confined to only national

intentionally reached beyond his own state to eagaQy poundaries. The problems raised are global in eatnd

business with residents of the forum state.

need global resolution. An international treaty yiding

~ 2.Interactive web sites enable users to exchang@omogeneous rules for governing e-commerce, bettreen
information with the host computer. The exercise Oharties of different countries, on the lines of thetruments

personal Jurisdiction depends upon the level @frautivity
and the commercial nature of the exchange of inftion.
The courts have failed to lay down any objectiviteda
with the result there has been no unanimity onstaedard

already in vogue in Europe, with necessary changas,
provides solution to the present uncertainty. E4c@nce is
likely to be stifled if the legal environment in igh it is to
operate is uncertain. The legal position of thenmss using

commercial nature of the information on the intéxecweb
site.

3. Passive websites which make only information
available and do nothing more, cannot form a grdondhe
exercise of the Jurisdiction in a forum state whitraas
been accessed, unless additional business cordghdte
defendant within the forum state related to theudsén
guestion have been shown. In the opinion of thetspit
does not give rise to “minimum contacts” or “purpfus
availment”. Unless the information available on theb
sites gives itself a cause of action, courts hageemnlly
refused to exercise personal Jurisdiction where sithis
passive.

IV. POSITION IN EUROPEAN COMMUNITY

Much before the advent of e-commerce,
Community has, to facilitate transborder commerdtin
the Members states, adopted the Brussels Converftion

However, they have various alternatives availabte t
safeguard their interests, which include.

1.Choice of forum and law In India parties are free to
make choice of forum by making acontract to theeff
where two or more courts have Jurisdiction and ¢batract
will not be hit by section 28 of the Contract ABtt it is not
open to the parties to confer Jurisdiction on artooy
agreement, which it does not possess under thel Civi
Procedure Code. The parties however, do not hasieeln
case of applicable law because the Central Actsakmest
applicable throughout India. This choice of lavnaisilable
to the parties of different states in America baeaaf the
diversity of the state laws and is also availabléhe parties
of different countries of European Union by virtoeRome
Convention 1980.

European america, three tests have been laid down tordete the

validity of a clause in a contract incorporatingide of law.
These are

Jurisdictional matters and Rome Convention, 1980 fq The chosen law must have a substantial relationghip
applicable law to contractual obligations. Europeagijiner party transaction.

Directive on Distance selling was enacted in Jug@71for

2.The chosen law should not be contrary to the furedaah

providing homogenous consumer protection rules 'Whicpolicy of the legal system which would apply in ebee of

were due to come into force in the year, 2000. Bhessels
Convention provides that a defendant domiciled in
contracting state must, as a general rule, be sudtat
state. This rule does not apply to the consumelefined in
the convention. Where a seller in addition to artlieo
conditions, “directly solicits a consumer of thentracting
state, the latter is free to sue the seller indbert of the
contracting state in which either he himself reside the
seller resides. The expression “directly solichig’s not been
interpreted as including access to web site. Rigetite
European Commission published a proposal with thiead
to amend the Brussels convention so as to extetadtlitose

a choice of law clause,
8.The particular state has a greater interest tharchiosen
state to determine the relevant issue.

The Rome Convention gives parties of the contngcti
state, a free hand to a make choice of law, whidhgavern
their contract. The only requirement is that theich must
be expressed or demonstrated with reasonable rugriay
the terms of the contract or the circumstanceshefdase.
By their choice, the parties can select the lawliepiple to
the whole or only to a part of the contract. lbigy in the
absence of such choice that the contract will eegued by
the law of the country with which it is most clogel

states also which may join the union in future. Theynnected.

important change made in the proposed regulatiotihas
any activity “directed at one or more Member statesild

include a consumer who can access a web site in Kl

domiciled contracting state. The position of thesiomer is
further strengthened by the Rome Convention, 19B@hw
provides that the contracting parties are freehimose legal
system of the contracting state that will goverreirth
contracts. The supplier may choose legal systemisf

10

2.Conspicuous Notice Business using web site can give
gtice conspicuously at the beginning of the welgepa
restricting the countries to which web site is dieel or
indicating the passive or local nature of the wib. S his
worked well inBensusan Restaurant Corp. v. Kingew
York court held that the state’s long arm statwtesgld not
be invoked for the exercise of Jurisdiction agaimston-
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resident defendant when his business was unquebtipa 5.

local operation. 6

3. Standard terms and Conditions: To provide standard
terms and conditions for each country, a task wrdakearly
impossible?

7.

4. Sophisticated filtering techniques:To use sophisticated
filtering techniques to make web access possiblg torthe .
limited countries. This technique will be accepgata courts
only when it successfully achieves the desired gsepThis

is evidence by the Judgment iNew York v. World 10.

Interactive Gaming CorpWhere a non-resident gaming site
was held to have violated the New York state aruifal
gaming laws when they accepted bet from gamblenseiy
York, Inspite of the address filtering techniquedisvhich
was intended to prevent access by to New York eesid

11.

Since this technique could be easily by —passeasing the 13

address of other state, the court said that thendeint failed

to take technological precautions similar to thtseen by 14
other on line gaming sites. Thus onus lies on #ferlant, g

not only to take technological precautions but ¢hos
precautions should be sufficient to prevent acdesshe
persons of a country with whom he does not intemd t
establish contractual relationship.

VI. CONCLUSION

Internet transcends national boundaries. The user i
cyberspace traverses a sovereign less region shaiot
subject to any one state exclusive jurisdictionhe Tusers
have only a virtual nexus with each other, so ¥ dispute
arises then the parties find it very difficult tetghe issue
resolved as in internet jurisdiction it is very gbu to
establish both the traditional requirement for déten of
jurisdiction which are the place where the defendasides,
and the place where the cause of action aroseof Asew
there is no comprehensive law on cyberspace jotisdi
anywhere in the world due to which investigatiorerges
are finding cyberspace to be on extremely diffidaltrain.
The IT Act has extraterritorial application similkar statutes
of some U.S. States, but this jurisdiction is orsglf-
claimed. It is doubtful if foreign courts will emfce
judgments passed by Indian courts on the basishef t
principles laid down in this Act. Furthermore ocemtis of
any websites which are legal in its home country rba
considered illegal or offensive in India, so if apgrson
accesses this site from his computer situated dia)rthen
according to this Act, that site is liable to begecuted in
an Indian Court, but such a law would not be aatdptto
other counties. So India should try to embodygheciples
laid down in ‘minimum contracts” and “purposeful
availment” doctrines in its information technology laws.
All in all, the Information Technology Laws in Iralheed to
be given a facelift.

REFERENCES

1. E-commerce Survey, tHeconomistFeb, 26, 2000, p.16.

2. A Lawack, “Electronic Payment via the Internet fre tNetherlands’
the EDI Law Review"s; 85-11, 1998.

3. Allan M.Gahtam, et allnternet Law, Practical Guide for Legal and
Business ProfessionakEngland: Thomson Professional Publishing,
1998, p.17.

4, Dr. K\V. S. Sarma ‘Law Relating to contracts thrbutnternet’,
edited by Ranbiv Singh and Ghanshan SinGgber Space and the
law issues and challendeslyderbad: Nalsar University, p. 274-281.

11

12.

Gray P, Schneider & James T Perflectronic Commerce”,
Cambridge, Course Technology, 2000, p. 341

Bhakta Datsal et.al, E-Commerce to M-Commerce; Arqum leap
in Technology-An Introduction to legal Issues amisiout of M-
CommerceChartered SecretanAugust 2000, p. 997

Ankit Majmumdar, “Jurisdiction and the internet;ited by Nandan
Kamat, the law relating to computer, Internet and E-ComeeerA
guide to cyber lawsNew Delhi: Universal Law Publishing, 2000, p.
19

David R. Johnson and David Post, “Law & Borders e-Rise of Law
in Cyberspace”Stan Ford Law Reviewol 48, 1996, p. 1357.

David Post, Anarchy, State and the Internet; Anakssn Law-
Making in cyberspace, J. online L. art 3, para, 1385 ,

Anne  Wells Brainscomb, “Anonymity, Autonomy and
Accountability: Challenges to the First AmendmemtQyberspace”,
Yale L. J, vol 104, 1995, p. 1639.

David Thatch, “Personnel Jurisdiction and the Waldie Web: Bits
(And bytes) of Minimum contracts”,Retgers Computer and
Technology Law Journal vol 23 199¥,152.

Nandlal, Code of Civil Procedure Codeol (1), 2 ed, Delhi: Deep
and Deep Publications, 1980, p. 659-676

Nigetl Foster, Developments in German Cyber L@ammunications
Law, vol. 5, No. 1, 2000. at p. 12

Graeme King, “E-Commerce DisputeCpmmunication Lawyol 5,
No. 1, 2000 at p.16.

Marcelo Halpem and Ajay K. Mehrotra, “The Tangle@bwof E-
commerce: ldentifying the legal Risks of online keding”, The
Computer Lawyevol 17, No. 2, Feb. 2000 at p. 9.

Published By:
Blue Eyes Intelligence Engineering®,'
& Sciences Publication Pvt. Ltd. &



