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Abstract: Source IP address is used to hide the locations of the 
hackers, spoofed. To identify the true spot of the spoofers 
Development of IP traces back mechanisms are used. Because of 
no common IP Trace back mechanism was adopted, Exact 
spoofers location was not identified till now. We implement 
Passive IP Traceback (PIT) mechanism to overcome the 
difficulties of the earlier techniques. Path backscatter messages 
(ICMP messages) generated by intermediate devices in the 
network and traceback the spoofers using topology get detected 
by PIT. To identify the locations of the spoofers, we apply Pit on 
path backscatter data set. The geographical location details of 
routing device near to IP spoofers are found, by employing the 
TTL field in IP packets. 

     Keywords: PIT (Passive IP Trackback), Computer Network 
Management, Computer Network Security, Denial of Service 
(DoS), IP traceback.  

I.  INTRODUCTION 

     IP traceback is employed to construct the trail traveled by 
information processing packets from supply to destination. 
A sensible and effective information processing traceback 
resolution supported path disperse messages, i.e., PIT, is 
planned. PIT bypasses the readying difficulties of existing 
information processing traceback mechanisms and really is 
already effective. tho' given the limitation that path disperse 
messages don't seem to be generated with stable chance, PIT 
cannot add all the attacks, however it will add variety of 
spoofing activities. a minimum of it should be the most 
helpful traceback mechanism before Associate in Nursing 
AS-level traceback system has been deployed in real. 
Through applying PIT on the trail disperse dataset, variety 
of locations of spoofers square measure captured and 
conferred.  tho' this is often not a whole list, it's the 1st 
celebrated list revealing the locations of spoofers. PIT 
examines net management Message Protocol blunder 
messages (named means backscatter) activated by mocking 
movement, and tracks the spoofers in light-weight of open 
accessible information (e.g., topology). Along these lines, 
PIT will notice the spoofers with no game arrange want. 
This paper represent to the explanations, accumulation, and 
therefore the authentic results on means disperse, displays 
the systems and adequacy of PIT, and shows the got regions 
of spoofers through applying PIT in transit disperse 
information set. These outcomes will assist additional with 
uncovering information processing spoofing,  
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That has been examined for long but ne'er sure celebrated. 
In spite of the very fact that PIT cannot add all the spoofing 
attacks, it'd be the foremost valuable instrument to follow 
spoofers before Associate in Nursing Internet-level 
traceback framework has been sent in real [1]. 

II.  RELATED WORK 

A. Castelucio, A. T. A. Gomes, A. Ziviani, and R. M. Salles 
2012. In this paper, the crucial involvment of our proposal 
with respect to past work is its ability throughout a 
monitored network domain to provide partial and 
progressive deployment of the traceback system. The 
overlay network get built using the OSPF routing protocol 
through the creation of an IP Traceback Opaque LSA (Link 
State Advertisement) by us. Showing its suitability even for 
large network domains, We also investigate and evaluate the 
performance of partial and progressive deployment of the 
proposed system [2]. 
    In the paper offered by M.-H. Yang and M.-C. Yang 2012 
suggested a new hybrid IP traceback scheme with efficient 
packet logging. It is aiming to have a fixed storage 
requirement for each router in packet logging even without 
the need to refresh the logged tracking information and to 
achieve zero false positive and false negative rates in attack-
path reconstruction. In addition, we utilize a packet’s 
marking field. We do so to censor attack traffic on its 
upstream routers. Finally,In evaluation with other related 
research, in the following aspects: computation, storage 
requirement, and accuracy, we simulate and analyze our 
scheme.  [3]. 
    M. Moreira, R. Laufer, N. Fernandes, and O. Duarte 
2011. To allowing the victim to traceback the approximate 
origin of spoofed IP packets, we present two new schemes, 
the Advanced Marking Scheme and the Authenticated 
Marking Scheme. Our techniques support incremental 
deployment, feature low network and router overhead. 
Unlike previous work, our techniques have higher precision 
and lower computation overhead for the victim to 
reschedule the attack paths under large scale distributed 
denial of-service attacks. Furthermore even a compromised 
router cannot forge or tamper markings from other 
uncompromised routers, the Authenticated Marking Scheme 
provides efficient authentication of routers’ markings. [4]. 
    C. Labovitz 2010. This paper proposes passive IP 
traceback (PIT). It totally sidesteps the sending challenges 
of IP traceback strategies. PIT examines Internet Control 
Message Protocol blunder messages (named way 
backscatter) activated by mocking movement. Also, tracks 
the spoofers in light of open accessible data (e.g., topology) 
too. On the same note, PIT can find the spoofers without any 
game plan. [5]. G. Yao, J. Bi, and Z. Zhou 2010. This article 
presents an Internet-scale Passive IP Trackback (PIT) 
mechanism. It does not require ISP deployment. as spoofed 
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packets travel from attacker to victim, PIT analyzes the 
ICMP messages that may scattered to a network telescope. 
An Internet route model is then used to help re-construct the 
attack path. Cooperative Association for Internet Data 
Analysis (CAIDA) is applying this mechanism on the data 
collected by them, we found PIT can construct a trace tree 
from at least one intermediate router in 55.4% the fiercest 
packet spoofing attacks, and can construct a tree from at 
least 10 routers in 23.4% of attacks. This initial result proves 
PIT is a promising mechanism. [6]. 
    Y. Xiang, W. Zhou, and M. Guo 2009. In this paper our 
main concentration on how packet marking is done as well 
as how we trace the source of attack. Now firstly the whole 
message is splits into multiple numbers of packets. 
According to marking Scheme algorithm, all Packets are 
marked on marker side. If intruder intrudes and gets access 
of the packets and modify them then with the help of 
reconstructor we reconstruct the same file at the receiver’s 
side. Finally receiver reconstructs the file and gets IP 
address of sender and hacker Using IP spoofing Technique, 
MAC address and Location of an intruder also. [7]. 

III.  PROPOSED WORK 

This paper proposes PIT which is very different from any 
existing traceback mechanism. The main difference is the 
generation of path back scatter message is not of a certain 
probability. Thus, we separate the evaluation into 3 parts: 
the first is the statistical results on path backscatter 
messages; the second is the evaluation on the traceback 
mechanisms offered in section IV-B without considering 
uncertainness of path backscatter generation, since 
effectiveness of the mechanisms is actually determined by 
the arrangement features of the networks; the last is the 
result of performing the traceback apparatuses on the path 
backscatter message dataset. To avoid the challenges in 
deployment, We have proposed  Passive IP Traceback 
(PIT). While sending an IP spoofing packet, there are 
multiple reason behind failing of routers e.g., TTL 
exceeding. In such cases, the routers may produce an ICMP 
error message (named path backscatter). Meanwhile the 
source address get the note to the spoofed. Because the 
routers can be close to the spoofers. The path backscatter 
messages may get leak the positions of the spoofers. PIT 
exploits these path backscatter messages to find the position 
of the spoofers. With the positions of the spoofers known, 

the victim can seek help from the corresponding ISP to 
clean out the attacking packets, or take other 
counteroffensives. The victims in reflection based spoofing 
attacks, e.g., DNS amplification attacks get the benefit from 
PIT. The targets from attacking traffic can find the area of 
the spoofers directly. 

IV.  ARCHITECTURAL VIEW 

The architecture diagram of the system shown below 
assistances us to know the system. 

 
Figure 1:- System Architecture 

       The packets reach their end point possibly. Though 
forward a packet network device can get unsuccessful due to 
particular cause. It may produce an ICMP error message, 
i.e., path backscatter messages in convinced state. The route 
backscatter messages will be sent to the source IP address 
specified in the original packet. If the source address is fake, 
the messages will be sent to the node who truly owns the 
address. This means the targets of reflection centered 
attacks, and the hosts whose addresses are used by spoofers, 
are probably to gather such messages. This situation is 
explained in Fig. 1. All message encompasses the source 
address of the reflecting device, and the IP header of the 
original packet. Hence, from all path backscatter, we can get 
1) the IP address of the reflecting device which is on the 
route from the attacker to the destination of the spoofing 
packet; 2) the IP address of the original destination of the 
spoofing packet. The original IP header similarly 
encompasses additional valuable data, e.g., the residual TTL 
of the spoofing packet. Note that due to certain network 
devices might implement address rewrite (e.g., NAT), the 
original source address and the destination address may be 
dissimilar.

 
Sr 
No. 

Paper Technique Advantages Disadvantage 

1 
Security problems in the 
tcp/ip protocol suite 

Needham-Schroeder 
algorithm 

Efficient solution for 
solving security problem 

set up less carefully by 
the owner 

2 
Practical network 
support for ip traceback 

BASIC MARKING 
ALGORITHMS 

It does not require 
interactive cooperation 
with ISPs and therefore 
avoids the high 
management overhead of 
input debugging 

widely distributed 
attacks never get 
solved 

3 
Efficient packet marking for 
large-scale ip traceback 

traceback algorithms 

uses large checksum 
cords to link message 
fragments in a way that 
is highly scalable, for the 
cords serve both as 

identifying internal 
nodes is not work 
more effectively 
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associative addresses and 
data integrity verifiers 

4 
Advanced and authenticated 
marking 
schemes for ip traceback 

the edge sampling 
algorithm, is to write edge 
information into the 
packets 

can capture reflector 
attacks if the routers also 
probabilistically send 
itrace packets to the 
source IP address 

very expensive to 
compute, lower 
probability of 
generating itrace 
packets. 

5 
Trade-offs in probabilistic 
packet marking for ip 
traceback 

traceback algorithms 

uses large checksum 
cords to link message 
fragments in a way that 
is highly scalable, for the 
cords serve both as 
associative addresses and 
data integrity verifiers. 

identifying internal 
nodes is not work 
more effectively 

6 
Ip traceback with 
deterministic packet 
marking 

packet marking algorithm 
light, secure, scalable, 
and suitable for many 
types of attacks 

topological issues, 
deployment issues 

7 

Flexible deterministic packet 
marking: 
An ip traceback system to 
find the real source of attacks 

The encoding algorithm, 
Algorithm of FDPM 
reconstruction scheme 

Suitable for not only 
finding sources of DDoS 
attacks but also DDoS 
detection. 

huge amount of traffic 
would possible 

8 
Towards 
stateless single-packet ip 
traceback 

traffic analysis techniques, 
spoofing techniques 

large flows to distribute 
the path information 
among the different 
packets of the flow 

Not increase the size 
of the GBF until we 
get a reasonable 
maximum false 
negative probability 

 

V. CONCLUSION 

This survey, we suggested Passive IP Traceback (PIT). PIT 
tracks spoofers through the help of route backscatter 
messages and public accessible information. We explain 
reasons, gathering, and statistical effects on path 
backscatter. We stated how to put on PIT when the topology 
and routing are both well-known, or the routing is 
anonymous, or neither of them are recognized. We offered 
two operational algorithms to put on PIT in huge scale 
networks and proofed their accuracy. We validated the 
efficiency of PIT based on assumption and simulation. We 
showed the caught locations of spoofers through applying 
PIT on the route backscatter dataset. These outcomes can 
support extra expose IP spoofing, which has been deliberate 
for extensive but never well understood. 
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